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int dev_auth(core t *core, settings t *settings, menu t *menu)
{
int ret = 0;
int algo = 0;
int auth len = 0;
char *key = settings->get str(settings, "key", "C*CORE SYS @ SZ ");
api t *api = core->get api (core);
api symbol t *symbol = api->get symbol (api);
api_instance t *instance = api->get instance (api);

unsigned char auth key[128] = {0};
unsigned char auth data[64] = {0};
unsigned char random data[l6] = {0};

mclog api mclog = symbol->mclog;
SKF_FUNCLIST *skf = instance->skf;
DEVHANDLE hdev = (DEVHANDLE)NULL;
HANDLE hkey = (HANDLE)NULL;
BLOCKCIPHERPARAM bp;

DEVINFO info;

/**
* get device handle
wY
// LOG_INFO (symbol->mclog, -1, "%s perform start\n", algo name);
hdev = (DEVHANDLE)instance->values->get (instance->values, SKF DEVICE HANDLE) ;
if ('hdev) {
ret = SAR INVALIDHANDLEERR;
LOG_ERROR (symbol->mclog, -1, "invalid device handle\n");
goto end;
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/**
* get device info
wf
memset (&info, 0, sizeof (info));
ret = skf->SKF GetDevInfo (hdev, &info);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF GetDevInfo() failed: %#x\n", ret);
goto end;

/**
* gen random data
=Y
ret = skf->SKF GenRandom (hdev, random data, 8);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF GenRandom() failed: %#x\n", ret);
goto end;

/**
* set sym key
*/
algo = info.DevAuthAlgId;
memcpy (auth _key, key, 16);
memset (auth _key + 16, 0, sizeof (auth key) - 16);
ret = skf->SKF SetSymmKey (hdev, (void *)auth key, algo, &hkey);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF SetSymmKey () failed: $#x\n", ret);
goto end;

/**
* sym enc init
*/
memset (&bp, 0, sizeof (bp));
ret = skf->SKF EncryptInit (hkey, bp);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF EncryptInit() failed: $#x\n", ret);
goto end;

/**
* encrtpt device auth
wf
auth len = sizeof (auth data);
ret = skf->SKF Encrypt (hkey, random data, sizeof (random data), auth data, (void *)&auth len);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF Encrypt() failed: S$#x\n", ret);
goto end;
}
/**
* device auth
wY
ret = skf->SKF DevAuth (hdev, auth data, auth len);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF DevAuth() failed: %#x\n", ret);
goto end;

}
LOG_INFO(mclog, -1, "device auth [glsucc[n]\n");
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end:
skf->SKF CloseHandle (hkey) ;

return ret;
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int sm2 import keypair (core t *core, settings t *settings, menu t *menu)

{
int ret = 0;
int retry = 0;
int ctn_type = 0;

char *pin = "111111";

char *app = "DEFAULT";

char *ctn = "DEFAULT";

api t *api = core->get api (core);

api symbol t *symbol = api->get symbol (api);

api_instance t *instance = api->get instance (api):;

menu_controllor t *controllor = menu->get controllor (menu) ;
settings t *property = controllor->get property (controllor);

mclog api mclog = symbol->mclog;
ECCPUBLICKEYBLOB *psm2pubkey = NULL;
PENVELOPEDKEYBLOB env = NULL;
SKF_FUNCLIST *skf = instance->skf;
DEVHANDLE hdev = (DEVHANDLE)NULL;
HAPPLICATION happ = (HAPPLICATION)NULL;
HCONTAINER hctn = (HCONTAINER)NULL;
HANDLE hkey = (HANDLE)NULL;
BLOCKCIPHERPARAM bp;
unsigned int pubkeylen = 0;
unsigned char pubkey[512] = {0};
unsigned char enc data[512] = {0};

unsigned char keypair[] = {
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//x
0x19, 0x79, 0x5d, 0xf7, 0x01, Oxf3, 0x9d, Ox1lf, Oxb2, 0x20, Oxc4, 0x5f, Oxa7, Oxfa, Ox4e, Oxbf,
Oxad, 0xdl, 0x70, 0x25, 0x37, 0xb9, 0x46, Oxcd, 0x3d, 0x48, 0x04, 0xb3, 0x7f, Oxbc, 0x3e, 0xa5,
/1y
0x2b, 0x2c, Oxee, 0xd6, Oxcc, 0x04, 0x2b, 0x5b, Oxbb, 0x56, 0x8d, Oxed, 0x3b, 0x36, 0x73, 0xf2,
0x88, 0Oxel, 0x9c, 0Oxc4, 0x9%a, 0xe3, 0Oxc3, 0x50, 0xd2, 0xb8, 0x09, 0x03, 0xd8, Oxeod, 0x91, 0x2c,
//d
0x3f, 0x91, 0x68, 0xe8, 0x6d, 0x2a, Oxac, Oxaa, Ox2c, 0x81, 0xd8, Oxba, 0x24, 0x9%, 0xc9, 0x5a,
0x60, Oxe0, 0x47, 0x50, Oxa2, Oxee, Oxaa, 0x63, 0x26, 0x2b, 0x54, Oxc4, 0x75, 0x51, 0xb8, 0Oxdc
}i
unsigned char key[32] = {0x47, 0x50, 0x42, 0x02, 0x20, Ox3F, OxEl, 0x92, 0x66, 0x2A, 0xCB, 0xD2, 0x9D, O,
0, 0};

unsigned int enclen = 0;

/**
* show info

*/
LOG_INFO (symbol->mclog, -1, "\n%#p", "sm2 import keypair",
"app", "

"

S 14 app 14

"

s", ctn,

o
S
" o
S

ctn",
NULL) ;

/**
* get device handle
Y
// LOG_INFO (symbol->mclog, -1, "$s perform start\n", algo name);
hdev = (DEVHANDLE)instance->values->get (instance->values, SKF DEVICE HANDLE) ;
if (!'hdev) {
ret = SAR INVALIDHANDLEERR;
LOG_ERROR (symbol->mclog, -1, "invalid device handle\n") ;
goto end;

/**
* open app
*/
ret = skf->SKF OpenApplication(hdev, app, &happ);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF OpenApplication() failed: S$#x\n", ret);
goto end;

/**
* verify pin
Y
ret = skf->SKF VerifyPIN (happ, USER TYPE, pin, (void *)é&retry);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF VerifyPIN() failed: $#x\n", ret);
goto end;

/**
* open containor
wY
ret = skf->SKF OpenContainer (happ, ctn, &hctn);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF OpenContainer() failed: %#x\n", ret);
goto end;
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/**
* check keypair
*/
pubkeylen = sizeof (pubkey) ;
psm2pubkey = (ECCPUBLICKEYBLOB *)pubkey;

ret = skf->SKF ExportPublicKey (hctn, 0, (void *)pubkey,

&pubkeylen) ;

if (!ret && ctn type == CINF ECC && psmZpubkey->BitLen == 256) {
LOG_INFO(mclog, -1, "sm2 keypair already ready imported\n");

goto end;

/**
* generate keypair

*/

ret = skf->SKF ExportPublicKey (hctn, 1, (void *)pubkey,

if (ret) {

ret = skf->SKF GenECCKeyPair (hctn, SGD SM2 1,

if (ret) goto end;

/**
* encrypt prikey
Y
env = (void *)enc data;

env->Version = 1;

env->ulBits = 256;
env->PubKey.BitLen = 256;
env->ulSymmAlgID = SGD SM1 ECB;

memcpy (env->PubKey.XCoordinate + 32, keypair,

32);

memcpy (env->PubKey.YCoordinate + 32, keypair + 32, 32);

ret = skf->SKF ExtECCEncrypt (hdev, (void *)pubkey, key, 32,

if (ret) goto end;

ret = skf->SKF SetSymmKey (hdev, key, SGD SM1 ECB, &hkey);

if (ret) goto end;
memset (&bp, 0, sizeof (bp));
ret = skf->SKF EncryptInit (hkey, bp);

if (ret) goto end;

enclen = 128;

ret = skf->SKF Encrypt (hkey, keypair + 64, 32, env->cbEncryptedPriKey + 32,

if (ret) goto end;

ret = skf->SKF ImportECCKeyPair (hctn, env);
if (ret) goto end;

LOG_INFO (mclog, -1, "sm2 import keypair [g]succ[n]\n");

end:
if (hkey) skf->SKF CloseHandle (hkey);
if (hctn) skf->SKF CloseContainer (hctn);
if (happ) skf->SKF CloseApplication (happ);
return ret;

| S ARSAZEH %}

&pubkeylen) ;

(void *)pubkey) ;

&env->ECCCipherBlob) ;

(void *)&enclen);
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7.6.5 8 RSA InBE4A
B E5E A ULONG DEVAPI SKF INiBBEERSAKeyPair (
HCONTAINER hContainer, ULONG ulSymAlgld,
BYTE #*pbWrappedKey, ULONG ulWrappedKeyLen,
BYTE #pbEncryptedData, ULONG ulEncryptedDatalen)
ThieHii® 3 RSA & ARLEH .

B hContainer [IN] AR
ulSymAlgld [IN] XS sHbR .
pbWrappedKey [IN] fEHZE RN R AHRT O FRTIEEH-

ulWrappedKeyLen LIN] Gy pr s K RE .
pbEncryptedData [INT M RRELEH= SR 1 RSA I AL 8 . AL B Y R 1
PKCS #1 v2.1: RSA Cryptography Standard " FA B E
b8
ulEncryptedDatalen [IN] WFRRELEF LRI ) RSA N A FVHAHCEE .
iR B SAR_OK: T .
HoAh - f .
#iE PR SEsK: FEH B .

BUR SR

A FERPBUR, BEBERIETHEM SKE_Veri fyPIN #1

B

static int rsa import keypair (core t *core, settings t *settings, menu t *menu)
{

int ret = 0;

int type = 0;

int retry = 0;

char *pin = "111111";

char *app = "DEFAULT";

char *ctn = "DEFAULT";

int bits = 1024;

int is pkcsl keypair = 0;

api t *api = core->get api (core);

linked list t *items = NULL;

api symbol t *symbol = api->get symbol (api);

api_instance t *instance = api->get instance (api);

menu_controllor t *controllor = menu->get controllor (menu) ;

settings t *property = controllor->get property (controllor);

mclog api mclog = symbol->mclog;

SKF_FUNCLIST *skf = instance->skf;

RSAPUBLICKEYBLOB *prsapubkey = NULL;

DEVHANDLE hdev = (DEVHANDLE)NULL;

HAPPLICATION happ = (HAPPLICATION)NULL;

HCONTAINER hctn = (HCONTAINER)NULL;

HANDLE hkey = (HANDLE)NULL;

BLOCKCIPHERPARAM bp;

unsigned char pubkey[2048] =
{0};
}i

{0},
unsigned char sessionkey[2048] =
= {0

unsigned char enc data[2048]

$11/5270
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// unsigned int keylen = sizeof (pubkey) ;

unsigned int sessionkeylen = sizeof (sessionkey) ;

unsigned int enclen = sizeof (enc data);
u8 keypair 1024[] = {

}i

//modulus

0xd4, 0x02, 0xde, 0x00, 0x43, 0xbb, 0x6c, 0x89, 0x07, 0x30, 0x56, 0x18, 0x9%b, Oxle, 0x7d,
0xb6, 0x3e,0x57, 0x0c, 0x70, 0x88, 0x5d, Oxdb, Oxdf, 0x84, 0x1d, 0x78, 0x20, Oxa5, 0x82,
0xfb, 0x68, 0xbb, Oxde, 0xe0, 0x44, 0xd9, 0x89, 0x8d, Oxed, 0x74, 0x32, 0x10, 0x00, Oxe5,
0x63,0x2e, 0x8e, 0x0a, Oxeb, Oxed, Oxc6, 0x55, 0x78, Oxef, Oxe6, 0x8a, O0xcb, 0xf9, 0xf8,
0x50, 0x5d, 0xe7, Oxbb, O0xc2, 0x99, 0xf4, O0xb7, 0x82, 0x72, 0xfa, 0xc3, 0xf7, 0x6c, 0x61,
0xf8,0x8c, 0x9d, 0x81, 0x57, 0x89, 0xc6, 0xb9, 0xa2, 0xd2, 0x82, O0xlc, 0x3d, 0x25, 0xb9,
0x44,0xc9,0x82, 0x8c, O0x4b, 0xe2, 0x9c, 0xd5, 0x5a, 0x59, Oxa7, 0xa6, O0xfa, Oxa5, 0xfa,
0x08,0x7a, 0x58, 0xa4, 0x06,0x11, 0xc3,0xa2, 0x7f, 0xc6, 0x6l, 0x33, 0xel, Oxc2, 0x8a,
0x0e, Oxed, 0x23, 0x5c, Oxbb, 0x84, 0x5f, 0x8b,

//p

Oxfe, 0x0e, 0x81, 0xb0, Oxc3, 0x30, 0xb6, 0x18, 0xa5, 0x53, 0x5f, Oxeb, 0x08, Oxde,
0x82,0xb4, 0x57,0xf3, 0xae, 0x2c, 0x7d, 0x70, 0x76, 0xe5, 0x37, 0xc0, 0xe7, 0xf9, Oxe6,
0x0d, 0xa0, 0xc6, 0x74, Ox6e, Oxbe, 0x75, 0x70, 0x96, 0x83, 0x3e, 0x17, 0x79, Oxla, Ox6c,
0x2d, 0xe2, 0xf2,0x10,0x95, 0xd2, 0x79, 0x81, Oxea, 0x76, Oxbe, Oxe4d, 0x00, 0x9d, 0x14,
Oxa4,0xa0, 0xb0, 0xf7,0x15,

//q

0xd5, 0xa2, 0x06, 0xf7, 0xa9, 0xb8, Oxed, O0xd7, 0x1d, 0xd8, 0x0e, Oxac, 0xc6, 0x61,
0x94,0x54, 0xbb, 0x35, 0xbl, 0x15, 0xfc, Oxed, 0x8f, 0xf3, Oxbf, Oxel, 0xb4, 0xd5, Oxde,
0x04, 0xcc, O0xfc, 0x89, 0x7d, 0xe2, 0x5e, 0x32, 0x96, 0x52, O0xb2, 0x50, 0x9f, Ox4b, 0x00,
0x37,0x64,0x7a,0x07,0x00,0x62,0x75,0xb6, 0x2f, 0x4b, 0xf2, Oxcd, Oxcl, Ox6d, 0x3d,
0x8e, 0x5b, 0xd9, Oxa4, Ox1f,

//dp

0x2e,0x0c, 0xa5, 0x17,0x4c, 0x19, 0xfd, 0x37, 0xb4, 0x67, Oxcb, 0x60, 0x07, O0xc8, 0x85,
0Ox3a,0x79,0x22,0xb3,0x34,0x5f, 0x3c, Ox4e, 0x60, 0xb7, Oxdd, 0x60, O0x6e, Oxdc, 0x73,
0x25, Oxec, 0x32, 0xd8, 0x8b, Oxef, 0x2f, 0x8c, 0x28, 0x97, Oxcd, 0x9%b, 0x66, 0xdd, Oxaa,
Oxe7,0x92, 0xe6, 0xcc, Oxbl, 0x4c, 0xd2, Oxee, 0x93, Oxbd, 0x80, 0x08, 0x58, 0x70, 0x90,
0x72,0x8c,0x01, 0x0d,

//dq

0x70,0x01, 0x1b, 0x16, 0x0d, Oxed, Oxdf, 0x04, 0xc1l, 0xa8, O0xdd, 0x48, 0xc8, 0x59, 0xb0,
0xa3,0x1lb, 0xe3, 0xf2, 0x8c, O0x4c, 0xa7, 0x60,0xa9, 0xb3, 0x18, 0x6a, Oxef, O0x16,0x0f,
Oxfe, 0x49,0x08, Oxec, Oxef, 0x19, 0xe3, 0xfb, Oxdc, 0x2f, 0x91, 0x05, 0x73, 0x15,0x11,
0xf5,0xa3, 0xed, 0xb7, 0xd6, Oxe7, 0x50, 0x35, 0x4b, Oxe4, 0x68, Oxeb, 0xd8, 0x92, 0x45,
0x68,0xf2,0x9%a, 0x91,

//coef
0xbl,0x04,0x4a,0x7e,0x1d, 0x2b, 0x45, 0xbb, O0xa6, 0x87, 0x2f, 0x4b, 0x28, 0x£f5,
Oxaf, 0x51,0x55, 0xe5, O0x6b, 0x99, 0x27, 0x53, 0x86, Oxed, 0x00, 0x76, 0x22, 0x98, Oxcd,
0x8b, 0xab5, 0xa2, 0xc8,0xla, 0xf8,0xal, 0x30,0xb9, 0x97, 0x72,0x0f, 0x74, 0xf5, Oxdb,
0x43,0x04,0x65,0x71,0xle, 095, 0xb8, 0x3e, 0x62, Oxee, 0x0d, 0xc0, 0x31, 0x3e, 0xc5,
0xc9, 0xb0, 0x0f, Oxec, 0x93,

//d
0x06,0x74,0xff,0xe5, Oxea, 0x2a, 0x2f, 0x28, 0x0d, 0x3b, Oxff, 0xa3, 0x48, 0x36,0x29,
0x85,0xff,0x68,0x0f, 0x4c, Oxee, Oxla, 0x4d, 0xb4, 0x05, 0x06, 0x10, Oxbe, 0x8d, Oxcb,
Oxeb, 0x74,0x49,0x24,0x84,0x98,0x14,0x38,0x08,0x46,0x8f,0x1f,0x67,0x35,0x5f,
0Oxc7,0x21,0x87,0xd9, 0xf5, 0x4d, 0x8c, 0x98, 0xd5, 0xd2, 0x18, 0xa7, 0x69, 0x86, 0xf7,
0x75,0x1b, 0x27,0x0f, 0x96, 0xa3, 0x2d, 0x53, 0x58, 0x48, 0x92, 0x88, Ox6b, Oxfe, Oxfe,
Ox6a,0x97,0xd9, Oxdc, O0x7e, 0xff, 0x45, 0xd3, 0x96, 0xd3, 0x98, 0x65, Oxbe, 0x63, 0x58,
0xf5,0x4c, 0xb9, Oxec, 0x64,0x43,0x7a,0x47,0x84, 0x3e, Oxfc, Oxab, Oxeb, Oxaa, Ox4c,
0x03,0x8f, 0xdf, 0x92,0x19, 0xa4, 0x5a,0x15,0x15,0xc2, 0x6f,0xd2, 0x07, 0xd0, 0x63,
0x86,0x13,0xac,0x37,0x25,0x45, O0xde, 0x21

u8 keypair 2048[] = {

0xCl, 0xD2, 0Ox66, OxDF, OxF3, 0x07, OxD4, 0x32, 0xDl, 0x28, 0x92, 0xC3, 0x37,
0x04, O0x1C, Ox46, OxA7, 0x2C, Ox1C, 0x73, 0x38, OxFF, 0x44, OxE3, 0xD8, OxEF,
0x5B, 0x29, 0x8D, 0xC8, 0xDC, 0xD3, O0x2F, O0x7A, OxA4, 0x25, Ox6E, OxA7, 0x23,
0xF3, O0xB7, OxEl, 0x76, 0x54, 0x59, 0x8D, 0xB7, OxFE, 0x13, 0x55, 0x47, 0x78,

0xE2,
0x53,
0x44,
0x3A,

0x30,
0x3E,
0x24,
0x17,

0x2A,
0xDB,
0xA4,
0x03,
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0x92,
0xD7,
0x8E,
0x4D,
0xDE,
0xA6,
0x91,
0x0D,
0xEO,
0x75,
0x06,
0x1E,
OxF1,
0Ox4c,
0x8D,
0x03,
Ox46,
0x38,
0xAZ2,
OxEA,
0xCD,
0x0E,
0OxE6,
0x08,
0xE6,
0x91,
0xB6,
OxF1,
0xB6,
0x35,
0x0A,
0xA4,
0x23,
0x12,
0x6C,
0xC1,
0x85,
0x33,
0x97,
0xBF,
0xE6,
0xF9,
0xE3,
0xBC,
0x97,
0x82,
0x8A,
OxFE,
0xCcC,
0x25,
0xD8,
0xFO,
0x32,
0xB5,
0x9B,
0xA8,
OxE7,
0x07,
0x24,
0x93,

0x02,
0x81,
OxFF,
0xDF,
0x66,
0x3F,
OxB4,
0x3A,
0x1A,
0x1F,
0x33,
0x0E,
0x55,
0xDF,
0xeC,
0x36,
0xEO,
0xB2,
0xA6,
0x87,
0x99,
0x5C,
OxFB,
0xE6,
0xDE,
0xA9,
0xD2,
0xB1,
0x6A,
0xF5,
0x87,
0x66,
0x76,
0x00,
0xB4,
0x42,
0x5C,
0x20,
0x41,
0xAF,
0x09,
0x53,
0x15,
OxE1,
0x59,
0x02,
0x90,
0x1cC,
0x6A,
0x05,
0xC7,
0x38,
0x51,
0x54,
0x02,
0x71,
OxF7,
OxEF,
0xC8,
0xB2,

0xCC,
0x44,
0x9E,
0xAS5,
0x0E,
0x99,
0x92,
0xAZ2,
0x84,
0x65,
0x51,
0x37,
OxEC,
0x35,
0x9E,
0x0E,
0xC9,
0x83,
0xF9,
OxAA,
0Ox61l,
0x22,
0x88,
0x63,
0x3F,
0x0A,
0xAZ2,
0x40,
0xAD,
0xCD,
0x1C,
0xBA,
0x0B,
0x15,
0x6B,
0xB4,
0x2E,
0x54,
0x25,
0x21,
0xD7,
0x9A,
0xB2,
0x6A,
0xD3,
0xE3,
0xCO,
0x5B,
0xAC,
0x97,
0xF3,
0x86,
0x63,
0x79,
0x20,
0x16,
0x1D,
0xAl,
0xAB,
OxFA,

Ox4F,
0xC5,
0x6A,
0xE3,
0x76,
0x42,
0x84,
0xAl,
0x15,
0x22,
0x51,
0xB9,
0x7E,
0x45,
0x8C,
0x93,
0x5A,
OxE4,
0x35,
0x8E,
0xBD,
0xB5,
0xC2,
0x33,
0x49,
0xAB,
0xDF,
0xE5,
0x2D,
0xAD,
0xBC,
0xD4,
0x9c,
0x63,
0x50,
0xAF,
0x67,
0x6B,
0x2E,
0x3D,
0x27,
0xD6,
0x0cC,
OxE4,
0x96,
0x6B,
0x6D,
0x2E,
0x3B,
0xF3,
0x2E,
0xC3,
0x2F,
OxEB,
0xB3,
0x71,
OxFF,
0x60,
OxE1,
0x28,

0x34,
0x6B,
0xAC,
0xDF,
OxE5,
0x26,
0x62,
0xB7,
0x79,
0x59,
0xFC,
0xCF,
OxBA,
0x62,
0x4D,
0xE9,
0xA0,
0x218);
0x5D,
0x25,
0x6A,
0x8C,
0xAZ2,
0x30,
0xD7,
0xA9,
0x4E,
0x2C,
0x09,
0x59,
0x8E,
0x20,
0xBE,
0x61,
0x64,
0x66,
0xFD,
O0x4A,
0x8A,
0x7D,
0x80,
0x4A,
0x02,
0xBC,
0xE9,
OxF1,
0xAC,
0xC7,
0x0A,
0Ox6F,
0x66,
0xD6,
0xC4,
0x30,
0x02,
0x57,
0x7A,
OxF7,
0xD9,
0x3C,

0x74,
0x6E,
0OxED,
0Ox4F,
0x6B,
0xC8,
0x60,
0xDD,
0xBO,
0x9B,
0x6B,
0xB2,
0xAD,
0x2A,
0x61,
0x24,
OxEA,
0xE6,
0xCO,
0x0F,
OxE1,
0xA7,
0xCO,
0xDC,
0x22,
0x5D,
0x28,
0x07,
0x6B,
0x4B,
0x4D,
0x79,
0x5F,
0x26,
0x42,
OxEl,
0x41,
0xB6,
0xFE,
0x3D,
0x62,
0x5F,
0xD8,
0x30,
0x16,
0xE3,
0x70,
0x5D,
0x15,
0xC1,
0x7E,
0xAD,
0xB2,
0x82,
0xD1,
0xD8,
0x08,
053l
0xDF,
0x73,

0x61,
0xB4,
0x66,
0xD2,
0x0F,
0x1D,
0OxE8,
0x9cC,
0x85,
0x10,
0xE9,
OxEF,
0x2cC,
0x5D,
0xCE,
0xD7,
0xAZ2,
0x0E,
0xB5,
0x33,
0x4B,
0x1A,
0x26,
0x39,
0x65,
0x97,
0x4Aa,
0x65,
0x96,
0x0E,
0x2C,
0x21,
0x3C,
0x28,
0x22,
0xBB,
0xF2,
0xC1,
0xF4,
0xFC,
0x91,
0xA8,
0x63,
0x78,
0x2E,
0x51,
0xDC,
0xA8,
0x2A,
0x11,
0x6D,
0x67,
0x45,
0x7A,
0x38,
0x9F,
0xB4,
0x18,
0x0F,
Ox46,

0xCB, 0x94,
OxF6, 0xC7,
0x66, 0x22,
0xA5, 0xDC,
0x2E, Ox11,
Ox1F, 0x3D,
0x50, 0x26,
0x02, 0x82,
0Ox2Aa, 0xDO,
0x3C, 0xB9,
0xC5, 0xB5,
0xDA, 0xDD,
=79, 016,
0x75, O0xB4,
0xC8, 0x52,
0x63, 0x70,
0x07, 0xCD,
0x19, 0x39,
0x96, O0xA3,
Ox1F, 0x70,
0xB2, 0x77,
0x5A, O0x5E,
0x61, 0xD7,
0xF9, 0x76,
0x8D, 0x57,
0Ox46, 0x00,
0xB3, OxF3,
OxBE, 0x14,
0x5C, Ox5F,
0x83, 0xCo6,
0xE1, 0xO0B,
0x79, 0x5F,
0x04, 0x4B,
0x67, 0xF6,
0xBF, OxEF,
0x51, O0xBB,
0x25, OxEA,
0x83, 0x48,
0x66, 0x96,
0x64, 0xF2,
0x58, 0xAZ2,
0xD6, 0x01,
0xCC, 0x62,
0x30, 0x59,
0xB1, 0Ox46,
0xB9, Ox7F,
0x21, 0x06,
0xD6, 0x34,
0xE5, O0xO0E,
0x74, O0xAS8,
0x3B, Ox6F,
0x2E, OxE4,
0x9E, OxA3,
0x4F, 0x53,
0xC4, 0x48,
0xF8, 0x22,
0xD2, 0xDB,
0x5D, OxFO,
OxF4, 0x77,
0xA6, 0x94,

0x05,
0x7A,
0x14,
OxE4,
0x18,
OxAF,
OxAF,
0x30,
OxAA,
0x91,
0x9cC,
0x65,
0xCcC,
0x7A,
0x10,
0x2B,
0x15,
0xA9,
0x77,
0x94,
0x40,
OxE4,
OxBA,
OxAE,
0ox1c,
0xES8,
0xE6,
0x3B,
0x64,
0xDC,
OxEE,
0x32,
0x87,
0xCé6,
0x65,
0x65,
0xF0,
0xF6,
0xD6,
0x34,
0xDE,
0x95,
0x32,
0x53,
0x5E,
0x5F,
0x1E,
0x9A,
0xBC,
0x38,
0x1E,
OxE5,
0xBA,
0xC6,
0x15,
0x57,
0x2C,
0xCF,
0xES8,
0xCoO,

0xD3,
0x51,
0x5F,
0xD2,
0xBE,
0xB38,
OxEF,
0x27,
OxF4,
0x08,
0Ox11,
OxBF,
0x47,
0x2B,
0x2E,
0x80,
0xC2,
0xA7,
OxFC,
0x61,
0x0B,
0x88,
0x6A,
0x29,
0x2C,
0xD4,
0x14,
0ox4c,
0x7F,
0x45,
0x81,
0xF2,
0%y 5,
OxFF,
0xES5,
0xDC,
0x22,
0x18,
0x16,
0x79,
0x65,
0x04,
0x25,
0x35,
0x69,
0xEB,
0x07,
0x58,
0x47,
0x34,
0x9C,
0Ox6E,
0x3A,
0x18,
0x07,
0xF6,
0xEOQ,
0x8A,
0x7E,
0x3B,

0xDA,
0xA9,
OxF4,
0x92,
0x35,
0xC1,
0xC8,
0x99,
0x31,
OxAR,
0x04,
0Ox6E,
0x67,
0x6D,
0x3Aa,
0x3B,
0x3B,
0x87,
0xB5,
0x77,
0x96,
0xC8,
0x70,
0x1cC,
0x3D,
0x15,
0x43,
0x66,
0x60,
0x70,
0x12,
0x65,
0xDE,
0x03,
0x95,
0xDA,
0x14,
0x3B,
0x60,
0xF9,
0x5B,
0xAC,
0x86,
0x75,
0xE2,
0x1E,
OxEA,
0x5E,
0xE8,
0x07,
0x68,
0x1C,
0xCF,
0xB8,
0xB3,
0x8D,
0x21,
0x9F,
0x38,
0x02,

0xC2,
OxE1l,
0x54,
0x99,
0x6A,
0x88,
0xBB,
0xEE,
0xD4,
0xB5,
0x7A,
0x6F,
0xD9,
0x0E,
0x7B,
0x47,
0x44,
0xC1,
0x8C,
0xC9,
0xF2,
0xA6,
0x4E,
0x0E,
0x83,
0xC4,
0xD6,
0xDD,
0xC7,
0xD4,
0xE1,
0x5¢C,
0x1A,
0xC5,
0x50,
0x8F,
0x61,
0x7E,
0x8E,
0xF6,
0xE9,
0xB1,
0xF3,
0xAB,
0x75,
0x50,
0x66,
0x85,
0xXEF,
0x8D,
0x8D,
0x2B,
0xBF,
0xDA,
0x10,
0xC5,
0x2C,
0xE5,
0xBA,
0xA0,

0x9cC,
0x54,
0xA0,
0x07,
OxEE,
0x72,
0xB3,
0xD3,
0x17,
0xFo6,
0x5A,
0xDA,
0xFF,
0x4B,
0x44,
0xBD,
0xE9,
0x67,
0x81,
0x55,
0x6E,
0xA0,
0x97,
0x0F,
0x5B,
0x71,
0x96,
0x09,
0x4D,
0x49,
0x53,
0x8F,
0xF3,
0x33,
0xD4,
0x4B,
0x60,
0xC9,
0xB9,
0xAC,
0x2E,
0xE5,
0x54,
0x7E,
0xD8,
0x6C,
0x07,
0x39,
0x8F,
0x95,
0x9F,
0xB1,
0x94,
0xF8,
0x6E,
0x62,
0xEO,
0xC5,
0x37,
0x03,

0x52,
0x1B,
0x18,
OxE1l,
0x1e6,
0x4c,
0x54,
0x4F,
0x47,
0x9A,
0x1A,
0xDD,
0x6E,
0x1B,
0x49,
0x62,
0OxE5,
0x59,
0xE6,
0x22,
0xES8,
0x83,
0x54,
0x0Aa,
0xCA,
0x14,
0xDC,
0x16,
0xA4,
OxFF,
0xB7,
0x91,
0xF5,
0x9A,
0x6B,
0x13,
0xCB,
0xB2,
0xDE,
0x8E,
0xCB,
0x5F,
0x9B,
0x4F,
0x88,
0xB9,
0xBF,
0x4B,
0x99,
0x4A,
0xAD,
0x1F,
0x53,
0xEB,
0xC2,
0x9F,
0xD4,
0xA6,
0x8D,
OxF1,

0xCO0,
0x2F,
0xB5,
0xA5,
0x7A,
0xEA,
0x77,
0x19,
0x88,
0x17,
0xEF,
0x5F,
0xCcC,
0x2D,
0x60,
0x93,
0xCF,
0xF7,
0x0E,
0xF7,
0x85,
0x07,
0x25,
0x38,
0x93,
0x48,
0x6D,
0xD9,
OxF1,
0x0cC,
0x66,
0x30,
0x2A,
0xB4,
0x11,
0xF7,
0x76,
OxF4,
ox1c,
0xC6,
0x31,
0x70,
0xDA,
0xD1,
0x8E,
ox4c,
0x9D,
0x0B,
0x67,
0xFO,
0xB6,
0xFB,
0x18,
0x9A,
0x6C,
0x52,
0x83,
0x01,
0xF2,
0xCA,

% 13/52 1



C*Core Technology Co.,Ltd. T BRI A BRA 7 C*Core

C*Core Technology Co.,Ltd.

0x5F, OxF8, O0xBE, 0x53, 0x02, 0x38, 0x4C, 0x64, OxE5, 0x78, 0x75, OxE5, 0x0A, 0x24, OxF4, 0x05,
0xCE, 0x59, OxDE, 0x70, 0x94, 0xDO, O0xCD, 0x7D, 0xCD, OxE8, 0x96, 0x9B, Ox8E, 0x60, OxAA, OxBE,
Ox8E, 0x4A, 0OxA6, 0x92, 0x8B, 0x84, 0x58, 0x2F, 0x86, 0x86, 0x2B, 0xA5, O0xB4, 0x81, 0x62, 0x17,
0x55, OxBE, O0xF6, 0xC3, OxEA, O0xB3, O0xB4, O0xB2, OxE5, OxAF, 0x00, OxBC, 0x5D, 0x69, OxF2, Ox1A,
0x65, 0OxBl, 0x66, 0x4C, O0xA2, 0x36, 0x45, 0x86, 0x33, OxEE, Ox7F, 0x53, 0xD9, 0x03, OxA2, Ox8F,
OxBE, 0xD3, 0x74, 0xC3, 0x3A, 0x73, 0x13, 0x65, 0x49, 0x70, O0xEO, 0x41, 0x8A, 0x3A, 0x6A, OxFB,
0x22, 0x80, 0x5B, 0xD2, OxFD, 0x31, OxDF, 0x57, 0x7D, 0x34, Ox6F, 0x62, 0x71, OxB9, Ox1lF, 0x33,
Ox1A, 0x70, 0x3B, 0x8B, 0x19, 0x97, 0x90, OxE5, 0xD8, 0xB7, 0xAC, O0xFB, 0x7D, 0x3D, 0x84, 0x61,
}i
unsigned char pkcsl keypair rsal024[] = {
0x30 ,0x82 ,0x02 ,0x5c ,0x02 ,0x01 ,0x00 ,0x02,
0x81 ,0x81 ,0x00 ,0xc4 ,0x42 ,0Oxee ,0x95 ,0xfe,
Oxab ,0x6a ,0xff ,0x3e ,0x13 ,0xd8 ,0xld ,0x67,
0x13 ,0x4d ,0x27 ,0x0f ,0x57 ,0x8f ,0x50 ,0xff,
0x71 ,0x7d ,0x8a ,0x5d ,0x6b ,0x2a ,0x01 ,0x39,
0x9%e ,0xb6 ,0xcf ,0x81 ,0xff ,0x90 ,0x6l ,0xdo,
0x68 ,0x08 ,0xfa ,0x5c ,0x90 ,0x92 ,0xel ,0x19,
0x10 ,0x6e ,0Oxec ,0x64 ,0x4b ,0x55 ,0x7d ,0xbd,
Oxad ,0x7d ,0x37 ,0x04 ,0xca ,0xbf ,0x97 ,0xa0,
0xd5 ,0xd7 ,0xcf ,0x33 ,0x65 ,0x81 ,0xde ,0xc5,
Oxc2 ,0x01 ,0x4f ,0x2f ,0x53 ,0x01 ,0xa7 ,0x8f,
Oxc8 ,0x22 ,0x30 ,0x46 ,0x87 ,0xa3 ,0x09 ,0x5c,
0x63 ,0xcd ,0x21 ,0xde ,0xc3 ,0xd9 ,0x95 ,0xcO,
0xff ,0x7d ,0xf3 ,0x74 ,0x08 ,0x66 ,0x6f ,0x80,
Oxfe ,0x7f ,0x91 ,0x%a ,0xb9 ,0xf2 ,0x56 ,0x28,
0x89 ,0x63 ,0x% ,0x96 ,0x31 ,0x27 ,0x95 ,0x15,
Ox1f ,0xfd ,0xbl ,0xb5 ,0x8a ,0x21 ,0x81 ,0x01,
0Ox2c ,0xed ,0x85 ,0x02 ,0x03 ,0x01 ,0x00 ,0x01,
0x02 ,0x81 ,0x80 ,0x06 ,0x75 ,0xb3 ,0x56 ,0xlc,
0Ox8a ,0x50 ,0x93 ,0xfb ,0xf2 ,0xb9 ,0Oxce ,0xa6,
Oxab ,0xbl ,0xc8 ,0x95 ,0xe2 ,0xde ,0xd0 ,0x5e,
0x98 ,0x07 ,0xdf ,0x9% ,0xd3 ,0x8c ,0x9% ,0x7a,
Oxce ,0x65 ,0xd0 ,0x2b ,0xc4 ,0x4d ,0xa6 ,0x76,
0x60 ,0xel ,0xdf ,0x21 ,0x87 ,0x03 ,0x94 ,0x6d,
Oxda ,0x66 ,0xcc ,0x41 ,0x12 ,0x4b ,0x28 ,0x3f,
0xa0 ,0x2e ,0xfl ,0xcd ,0xbd ,0xd8 ,0xd3 ,0x71,
Oxe7 ,0xc6 ,0x82 ,0x9% ,0x24 ,0x4c ,0x40 ,0x77,
0x42 ,0xd9 ,0xf2 ,0x17 ,0x0b ,0x38 ,0x18 ,0x85,
0xb4 ,0xel ,0x4d ,0x06 ,0x5a ,0xe0 ,0xe7 ,0x42,
Oxc4 ,0x74 ,0x8a ,0x83 ,0x59 ,0x98 ,0x34 ,0xff,
0x78 ,0x50 ,0xd4 ,0xfd ,0x4d ,0x41 ,0xfb ,0x04,
0xb9 ,0x89 ,0xfe ,0xe7 ,0xaa ,0xb6 ,0x15 ,0x1la,
0x94 ,0x96 ,0x2c ,0xaa ,0x5c ,0x5b ,0x6a ,0x98,
0xb7 ,0xdd ,0x42 ,0xcl ,0x58 ,0x8c ,0x41 ,0x52,
0Oxc3 ,0x48 ,0xcl ,0x02 ,0x41 ,0x00 ,0xd0 ,0x45,
Oxad ,0x11 ,0Oxee ,0xff ,0x1d ,0Oxee ,0x5d ,Oxca,
Oxa?2 ,0x1f ,0xdc ,0xe6 ,0x63 ,0xd6 ,0xf0 ,0x39,
0x71 ,0xf3 ,0xc6 ,0x22 ,0x57 ,0xbe ,0x54 ,0x69,
Oxfe ,0xla ,0x72 ,0x85 ,0xec ,0x90 ,0x09 ,0x59,
0x99 ,0xed4 ,0Oxea ,0xf4 ,0x9c ,0x7c ,0x77 ,0xc7,
Oxcf ,0x97 ,0x45 ,0xc5 ,0xda ,0xdc ,0xe9 ,0x27,
0x76 ,0xbc ,0x3d ,0xfa ,0x5e ,0x49 ,0Oxec ,0x03,
0x4b ,0x16 ,0x87 ,0x65 ,0x02 ,0x1f ,0x02 ,0x41,
0x00 ,0xfl ,0x3c ,0xa5 ,0x1lb ,0xd4 ,0x1f ,0x9d,
Oxbe ,0x17 ,0x12 ,0xeb ,0x41 ,0x87 ,0x84 ,0x36,
0x9d ,0x21 ,0xed ,0x01 ,0xb4 ,0x4f ,0x4c ,0x54,
Ox5e ,0x1d ,0xa0 ,0xfc ,0xca ,0xd6c ,0x79 ,0xb4,
0x67 ,0xc7 ,0xfa ,0x52 ,0x08 ,0x52 ,0xbl ,0x4f,
0x86 ,0x01 ,0xde ,0x8d ,0xla ,0x78 ,0x50 ,0Ox4e,
0x16 ,0xb7 ,0x30 ,0x04 ,0x9% ,0x69 ,0Oxee ,0x04,
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Oxdb ,0x17 ,0x97 ,0x85 ,0x7e ,0x19 ,0x41 ,0xé6c,
Oxdb ,0x02 ,0x41 ,0x00 ,0x91 ,0x50 ,0x6c ,0x06,
Oxdd ,0x38 ,0x07 ,0x0c ,0x2f ,0x48 ,0x98 ,0x81,
0x9%e ,0xc0 ,0xe8 ,0xdc ,0x28 ,0xd4 ,0x0b ,0xdb,
0Oxc8 ,0x5c ,0x61 ,0xd8 ,0xlc ,0x51 ,0xaf ,0xc7,
0x88 ,0x2c ,0x44 ,0xf7 ,0xe2 ,0x6e ,0x2f ,0xdf,
Oxf6 ,0xc7 ,0x20 ,0xff ,0xff ,0xla ,0Oxdc ,0x8e,
0x71 ,0x52 ,0x30 ,0xf8 ,0x7d ,0x7c ,0xd9 ,0x6d,
0x51 ,0xd9 ,0x04 ,0x3c ,0x93 ,0x7d ,0x60 ,0xc0,
Oxal ,0x4b ,0x2a ,0x85 ,0x02 ,0x40 ,0x73 ,0x6d,
0x2f ,0x1lb ,0x57 ,0xae ,0x21 ,0x0e ,0x19 ,0x80,
0x45 ,0Oxec ,0xbe ,0xe8 ,0xf6 ,0x30 ,0Oxcd ,0x50,
0xd8 ,0x25 ,0xec ,0x63 ,0x7b ,0x62 ,0xe5 ,0x0e,
0x68 ,0xa6 ,0xad ,0x64 ,0xe2 ,0x7b ,0x5d ,0xe6,
Ox5a ,0x65 ,0xfd ,0x1b ,0x36 ,0x0f ,0Oxca ,0xc9,
0x2f ,0xfe ,0xe0 ,0x5e ,0x9c ,0x5e ,0Oxa6 ,0xlc,
0x65 ,0xb7 ,0xef ,0x41 ,0xa2 ,0x35 ,0x2a ,0xde,
Oxa7 ,0x53 ,0x24 ,0xc6 ,0x77 ,0x4d ,0x02 ,0x40,
0x78 ,0x72 ,0xf9 ,0x71 ,0x10 ,Oxcf ,0x87 ,0x8b,
Oxb4 ,0xe2 ,0xcd ,0xee ,0x73 ,0x87 ,0Oxad ,0xf4,
0x87 ,0x2d ,0x31 ,0x4b ,0xe8 ,0xbe ,0xc9 ,0xc9,
0x52 ,0xdc ,0xd4 ,0x6a ,0xa0 ,0x8a ,0xc6 ,0x35,
Oxad ,0Ox4e ,0xa7 ,0x44 ,0x53 ,0x37 ,0xd9 ,0xb3,
0x33 ,0x47 ,0x80 ,0xb9 ,0xff ,0x43 ,0x0e ,0x49,
Oxbd ,0x7f ,0x68 ,0x63 ,0x7f ,0xel ,0x97 ,0x14,
0x72 ,0x3e ,0x96 ,0x15 ,0x6c ,0x32 ,0x43 ,0x49,
}i

/**
* get device handle
Y
hdev = (DEVHANDLE)instance->values->get (instance->values, SKF DEVICE HANDLE) ;

if (!'hdev) {
ret = SAR INVALIDHANDLEERR;
LOG_ERROR (symbol->mclog, -1, "invalid device handle\n") ;
goto end;

}

skf->SKF LockDev (hdev, -1);

/**
* open app
wY
ret = skf->SKF OpenApplication (hdev, app, &happ):;
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF OpenApplication() failed: S$#x\n", ret);
goto endl

/**
* verify pin
wY
ret = skf->SKF VerifyPIN (happ, USER TYPE, pin, (void *)é&retry);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF VerifyPIN() failed: $#x\n", ret);
goto end;

/**
* open containor

*/
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ret = skf—>SKF_OpenContainer(happ, ctn, &hctn);
if (ret) {
/**
* create containor
=/
ret = skf->SKF CreateContainer (happ, ctn, &hctn);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF CreateContainer() failed: $#x\n", ret);
goto end;

/**
* get containor type
=Y
ret = skf->SKF GetContainerType (hctn, (void *)&type);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF GetContainerType () failed: $#x\n", ret);
goto end;

/**

* check containor type

*/

if (type == CINF ECC) {
skf->SKF CloseContainer (hctn);
memset (&hctn, 0, sizeof (hctn));

ret = skf->SKF DeleteContainer (happ, ctn);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF DeleteContainer () failed: %#x\n", ret);
goto end;

ret = skf->SKF CreateContainer (happ, ctn, &hctn);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF CreateContainer() failed: S$#x\n", ret);

goto end;
}
}
/**
* verify pin
wY
ret = skf->SKF VerifyPIN (happ, USER TYPE, pin, (void *)é&retry);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF VerifyPIN() failed: $#x\n", ret);
goto end;
}
/**
* generate keypair
wY
ret = skf->SKF GenRSAKeyPair (hctn, bits, (void *)pubkey);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF GenRSAKeyPair() failed: %#x\n", ret);
goto end;
}
/**
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* encrypt prikey

wf
ret = skf->SKF RSAExportSessionKey (hctn, SGD SM1 ECB, (void *)pubkey, sessionkey, (void *)&sessionkeylen,
&hkey) ;
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF_RSAExportSessionKey() failed: %#x\n", ret);
goto end;

memset (&bp, 0, sizeof (bp));
bp.PaddingType = 1;
ret = skf->SKF EncryptInit (hkey, bp);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF EncryptInit() failed: %$#x\n", ret);
goto end;

enclen = sizeof (enc_data);
if (bits == 1024) {
if (is_pkcsl keypair) {
ret = skf->SKF Encrypt (hkey, pkcsl keypair rsal024, sizeof (pkcsl keypair rsal024), enc data, (void
*) &enclen) ;
} else {
ret = skf->SKF Encrypt (hkey, keypair 1024, sizeof (keypair 1024), enc data, (void *)&enclen);

} else {
ret = skf->SKF Encrypt (hkey, keypair 2048, sizeof (keypair 2048), enc data, (void *)&enclen);

}

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF Encrypt() failed: %#x\n", ret);
goto end;
}
/**
* import rsa keypair
*/
ret = skf->SKF ImportRSAKeyPair (hctn, SGD SM1 ECB, sessionkey, sessionkeylen, enc data, enclen);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF ImportRSAKeyPair () failed: %#x\n", ret);
goto end;

}
LOG_INFO(mclog, -1, "rsa %d import keypair [g]lsucc[n]\n", bits);

end:
if (hkey) skf->SKF CloseHandle (hkey) ;
if (hctn) skf->SKF CloseContainer (hctn);
if (happ) skf->SKF CloseApplication (happ);
skf->SKF UnlockDev (hdev) ;
return ret;

|l o e 2

FRE
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7.6.16 ECC 4PN $AME

PR 2 7Y

e ik
Y

AL

bRy A Jir A

A IEIETEE

ULONG DEVAPI  SKF ExtECCEncrypt  (DEVHANDLE hDev, ECCPUBLICKEYBLOB*
pECCPubKeyBlob, BYTE* pbPlainText, ULONG ulPlainTextLen, PECCCIPHERBLOB

pCipherText)

8 FH AMERAR A ECC 28R X S A\ Bl o & i o fanth 45 28
hDev [IN] et

pECCPubKeyBlob [IN] ECC 2 HH%H £5H4 .
pbPlainText [IN] s i il S s
ulPlainTextLen CINT A 0 3% WH SCECHR O RE
pCipherText LOUT] % K .

SAR_OK: JEs o

HoA: R,

ULONG DEVAPI SKF ExtECCDecrypt (DEVHANDLE hDev, ECCPRIVATEKEYBLOB*
pECCPriKeyBlob, PECCCIPHERBLOB pCipherText, BYTEx pbPlainText, ULONG#*
pulPlainTextLen)

{5 FH MR A% AR ECC FABH R i A ECH A i 85 i S - b 45 2R

hDev [IN] &2,

pECCPriKeyBlob [IN] ECC FAEHE 454 .

pCipherText [INT A fit o 1) 8 S8

pbPlainText [OUT] 3R W] B SC # #% , G 92 9% & 408 NULL, T iy
pulPlainTextLen 12 [7] AH SR 1) S bR

pulPlainTextLen [IN, OUT] %y Amf37s pbPlainText 22X (K5, 4t

TN W SO (152 B K

SAR OK: .
SEW F I,
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7.6.9RSA PR AN EAEH

PR A T

AR

ULONG DEVAPI SKF ExtRSAPubKeyOperation (DEVHANDLE hDev, RSAPUBLICKEYBLOBs
pRSAPubKeyBlob, BYTE* pbInput, ULONG ullnputLen, BYTE* pbOutput, ULONG#

pulOutputLen)

{4 AR AR RSA N A A B A 2> $H 12 S5 FF 4 i 45 3 o

hDev [IN] £ FJHA

pRSAPubKeyBlob [IN] RSA 2AEH%H 451

pbInput LIN] 5 M Ariz 50 Js s 40 e g2 X

ulInputLen [IN] firla J R MG R S RE, A AR .

pbOutput [OUT] ¥ [nj RSA AFEH & Rk rhIx, W i%Z 40k NULL,
M E pulOutputLen i [Hiz 545 B 8 BrC )%

pulOutputlen [IN, OUT] % AWSZZ 75 phOutput L2 X R RE, i s
RSA AEHIZH 25 R SEFr K .

SAR_OK: o

HoAth: R,

7.6.10 RSA ShRFAAIEE

PR B i R

IR [HHE

E e

ULONG DEVAPT SKF ExtRSAPriKeyOperation (DEVHANDLE hDev, RSAPRIVATEKEYBLOB:
pRSAPriKeyBlob, BYTE* pblnput, ULONG ullnputLen, BYTE#* pbOutput, ULONG*

pulOutputlen)

ELFEAEH] AL ) RSA FAGH XS 4 AN S s AMORA 3z 550 T L 46

hDev [IN] &t

pRSAPriKeyBlob LINJ RSA RAEHEERE 4t .

pbInput LINT $5 [0 £ a8 S8 22 X .

ulInputLen [IN] FreSHERfKRE, BIh AHER K.

pbOutput [OUT] RSA FABHIZ 5L 45 IR, Wi Z 48 NULL, W
pulOutputlLen iR [H]iz 845 B s Fril e,

pulOutputLen [IN, OUT] %y AW 275 pbOutput 25 X I AE, %yt I 2w
RSA FAPHIE 545 ) LB

SAR_OK: J&) o

HoAtb: Bz,

#define RSA PKCS1 PADDING SIZE 11
static int RSA padding add PKCS1 type 2 (unsigned char *to, int tlen, const unsigned char *from, int flen)

{
int j;

unsigned char *p;

if (flen > (tlen-RSA PKCS1 PADDING SIZE))

return (-1);
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p=(unsigned char *)to;

; /* Public Key BT (Block Type)

/* pad out with non-zero random data */

j=tlen-3-flen;

memset (p, Oxff,J);

p+=j;

*(pHH)="\0";

memcpy (p, from, (unsigned int) flen) ;

return(0) ;

*/

static int asym enc _dec(core t *core, settings t *settings, menu t *menu)

{

int ret = 0;

int retry = 0;

int rsa bits = 0;

int data len = 0;

char *app = "DEFAULT";

char *ctn = "DEFAULT";

char *type = "sm2";

int bits = 1024;

int algo = get asym algo (type);

api t *api = core->get api (core);

api symbol t *symbol = api->get symbol (api);
api_instance t *instance = api->get instance (api);
menu_controllor t *controllor = menu->get controllor (menu);
settings t *property = controllor->get property (controllor);
char data[256] = {0};
char rsa data[256] =
char pubkey[2048]
char prikey[2048]

unsigned
{0}

{0}

{0}

sizeof (pubkey) ;

{0};

sizeof (enc_data);
{0}

sizeof (dec_data);

unsigned

unsigned

unsigned
unsigned int pubkeylen =
unsigned char enc data[512] =
unsigned int enc data len =
char dec data[512] =

int dec data len =

unsigned
unsigned
mclog api mclog = symbol->mclog;
SKF_FUNCLIST *skf = instance->skf;
DEVHANDLE hdev = (DEVHANDLE)NULL;
HAPPLICATION happ = (HAPPLICATION)NULL;
HCONTAINER hctn = (HCONTAINER)NULL;
RSAPUBLICKEYBLOB *prsapubkey = NULL;
RSAPRIVATEKEYBLOB *prsaprikey = NULL;
ECCPRIVATEKEYBLOB sm2 pri;

unsigned char sm2 keypair[] = {
//x
0x19, 0x79, 0x5d, 0xf7, 0x01, O0xf3, 0x9d, Ox1f, 0Oxb2, 0x20, Oxc4,
Oxad, 0xdl, 0x70, 0x25, 0x37, 0xb9, 0x46, Oxcd, 0x3d, 0x48, 0x04,
/]y
0x2b, 0x2c, Oxee, 0xd6, Oxcc, 0x04, O0x2b, Ox5b, Oxbb, 0x56, 0x8d,
0x88, Oxel, 0x9c, Oxc4, O0x9a, O0xe3, Oxc3, 0x50, 0xd2, 0xb8, 0x09,
//d
0x3f, 0x91, 0x68, 0xe8, Oxod, Ox2a, Oxac, Oxaa, Ox2c, 0x81, 0xds8,
0x60, Oxe0, 0x47, 0x50, Oxa?2, Oxee, Oxaa, 0x63, 0x26, 0x2b, 0x54,

0x5f,
0xb3,

Oxed,
0x03,

Oxba,
Oxc4,

Oxa7,
0x7f,

0x3b,
0xd8,

0x24,
0x75,

0xfa,
Oxbc,

0x36,
0x6d,

0x9%b,
0x51,

Ox4e,
0x3e,

0x73,
0x91,

0xc9,
0xb8,

0xbf,
0Oxa5h,

0xf2,
0x2c,

0x5a,
Oxdc
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/**

* algo bits

wf

if (algo == SGD SM2 1) bits = 256;

/**
* get device handle
=Y
hdev = (DEVHANDLE)instance->values->get (instance->values, SKF DEVICE HANDLE) ;

if ('hdev) {
ret = SAR INVALIDHANDLEERR;
LOG_ERROR (symbol->mclog, -1, "invalid device handle\n") ;
goto end;

}

skf->SKF LockDev (hdev, -1);

/**
* open containor
Y
ret = skf->SKF OpenContainer (happ, ctn, &hctn);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF OpenContainer () failed: $#x\n", ret);
goto end;
}
/**
* generate keypair
=Y
memset (data, 'a', sizeof (data));
if (get asym algo(type) == SGD RSA) {
rsa bits = (bits == 1024) ? GENERATE KEY BIT 1024 : GENERATE KEY BIT 2048;
prsaprikey = (void *)prikey;
ret = skf->SKF GenExtRSAKey (hdev, bits, prsaprikey):;
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF GenkExtRSAKey() failed: %#x\n", ret);
goto end;

prsapubkey->AlgID = prsaprikey->AlgoID;

prsapubkey->BitLen = prsaprikey->BitLen;

memcpy (prsapubkey->Modulus, prsaprikey->Modulus, sizeof (prsapubkey->Modulus));

memcpy (prsapubkey->PublicExponent, prsaprikey->PublicExponent, sizeof (prsapubkey->PublicExponent)) ;

ret = RSA padding add PKCS1 type 2(rsa data, bits / 8, data, bits / 8 - RSA PKCS1 PADDING SIZE);
if (ret) goto end;

enc_data len = sizeof (enc_data);
memset (enc_data, 0, enc data len);
ret = skf->SKF ExtRSAPubKeyOperation (hdev, prsapubkey, data, prsapubkey->BitLen / 8, enc data,

&enc data len);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF ExtRSAPubKeyOperation() failed: %$#x\n", ret);
goto end;

dec data len = sizeof (dec data);
memset (dec _data, 0, dec data len);
ret = skf->SKF ExtRSAPriKeyOperation (hdev, prsaprikey, enc data, enc data len, dec data,
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&dec_data len);

if (ret) {
LOG_ERROCR (symbol->mclog, -1, "SKF_ExtRSAPubKeyOperation() failed: %#x\n", ret);
goto end;

if (memcmp (data, dec data, dec data len)) {
ret = SAR FAIL;
LOG_ERROR (symbol->mclog, -1, "original and decrypt data is not the same!\n");
LOG_ERROR (symbol->mclog, -1, "original data ($dbytes) \n%#h", dec data len, 16, dec data len, data +
RSA PKCS1 PADDING SIZE);
LOG_ERROR (symbol->mclog, -1, "decrypt data ($dbytes) \n%#h", dec_data len, 16, dec data len,

dec _data);

goto end;

}

} else {

ret = skf->SKF ExportPublicKey (hctn, 0, (void *)pubkey, &pubkeylen);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF ExportPublicKey() failed: $#x\n", ret);
goto end;

data len = 32;
ret = skf->SKF ExtECCEncrypt (hdev, (void *)pubkey, data, data len, (void *)enc data);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF ExtECCEncrypt () failed: $#x\n", ret);
goto end;

memset (&sm2_pri, 0, sizeof (sm2 pri));
sm2_pri.BitLen = 256;
memcpy (sm2_pri.PrivateKey + 32, sm2 keypair + 64, 32);

ret = skf->SKF ExtECCDecrypt (hdev, &smZ2 pri, (void *)enc data, dec data, &dec data len);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF ExtECCDecrypt () failed: %$#x\n", ret);
goto end;

}

if (data len != dec _data len ||

memcmp (data, dec data, data len)) {
ret = SAR FAIL;
LOG_ERROR (symbol->mclog, -1, "original and decrypt data is not the same!\n");
goto end;

LOG_INFO (mclog, -1, "asym \\[%s] encrypt and decrypt [g]succ[n]\n", type);

end:
if (hctn) skf->SKF CloseContainer (hctn);
if (happ) skf->SKF CloseApplication (happ);
skf->SKF UnlockDev (hdev) ;
return ret;

B
RSASRECCHMINARARS, FI P AT B 1 O B0 AR B,
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HEFSA

EoE ~2el]
TRUE %52 4iF 45, FALSE 2 maEir 4.
{ERUEB A EZEMWX.
iE PR .

ULONG DEVAPI SKF ImportCertificate (HCONTAINER hContainer, BOOL bSignFlag,

o HifE: fRIESIEBHILENBIN CRAESR . ERIEBIAZLWPN, NEEDSAMERIIN . AESARETSHSAIE K

§$H§§f§[3

7.5. 8 BAMFIEH

BR £ Y
BYTE* pbCert, ULONG ulCertLen)

Difigdiid RSN FARSUES.

Z5 hContainer [IN]
bSignFlag [IN]
pbCert [IN]
ulCertLen [IN]

IR [mE SAR_OK: B
HoAfil : .

CRNEER

BHIR 5
o IEFREA: WAFFAEX5098RE -
BEA

int sm2 import cert(core t *core, settings t *settings, menu t *menu)

{
int ret = 0;
char *pin = "111111";
char *app = "DEFAULT";
char *ctn = "DEFAULT";

api t *api = core->get api (core);

api symbol t *symbol = api->get symbol (api);
api_instance t *instance = api->get instance (api);

menu_controllor t *controllor = menu->get controllor (menu);

settings t *property = controllor->get property (controllor);

mclog api mclog = symbol->mclog;

SKF_FUNCLIST *skf = instance->skf;

DEVHANDLE hdev = (DEVHANDLE)NULL;

HAPPLICATION happ = (HAPPLICATION)NULL;

HCONTAINER hctn = (HCONTAINER)NULL;

u8 cert[] = {
0x30, 0x82, 0x03, 0x01, 0x30, 0x82,
0x34, 0x56, 0x78, 0x9A, O0xBC, OxDE,
0x01, 0x83, 0x75, 0x30, 0x7D, 0x31,
0x43, O0x4E, 0x31, 0x0B, 0x30, 0x09,
0x0B, 0x30, 0x09, 0x06, 0x03, 0x55,
0x06, 0x03, 0x55, 0x04, 0x0A, 0x13,
0x30, 0x0A, 0x06, 0x03, 0x55, 0x04,
0x06, 0x03, 0x55, 0x04, 0x03, 0x13,
0x30, 0x20, 0x06, 0x09, 0x2A, 0x86,
0x61, Ox6E, 0x67, 0x66, Ox6F, 0x72,
Ox6F, Ox6D, 0x30, Ox1E, 0x17, 0xO0D,
0x34, 0x38, 0x5A, 0x17, 0x0D, 0x32,
0x38, 0x5A, 0x30, 0x7D, 0x31, 0x0B,
0Ox4E, 0x31, 0x0B, 0x30, 0x0%, 0Ox0Oe6,
0x30, 0x09, 0x06, 0x03, 0x55, 0x04,

0x02,
OxF1,
0x0B,
0x06,
0x04,
0x07,
0x0B,
0x07,
0x48,
0x40,
0x31,
0x35,
0x30,
0x03,
0x07,

0xA7,
0x30,
0x30,
0x03,
0x07,
0x53,
0x13,
0x73,
0x86,
0x73,
0x35,
0x31,
0x09,
0x55,
0x13,

0xAO0,
0x0A,
0x09,
0x55,
0x13,
0x41,
0x03,
Ox61,
OxF7,
Oxo1,
0x31,
0x30,
0x06,
0x04,
0x02,

0x03,
0x06,
0x06,
0x04,
0x02,
0x4E,
0x53,
0x6E,
0x0D,
0x6E,
0x30,
0x31,
0x03,
0x08,
0x53,

0x02,
0x08,
0x03,
0x08,
0x53,
0x47,
0x53,
0x67,
0x01,
0x67,
0x31,
0x31,
0x55,
0x13,
0x5A,

0x01,
0x2A,
0x55,
0x13,
0x5A,
0x46,
0x4cC,
0x66,
0x09,
0x66,
0x32,
0x30,
0x04,
0x02,
0x31,

0x02,
0x81,
0x04,
0x02,
0x31,
0x4F,
0x31,
0x6F,
0x01,
0x6F,
0x30,
0x38,
0x06,
0x47,
0x10,

0x02,
ox1c,
0x06,
0x47,
0x10,
0x52,
0x10,
0x72,
0x16,
0x72,
0x38,
0x35,
0x13,
0x44,
0x30,

0x08,
0xCF,
0x13,
0x44,
0x30,
0x31,
0x30,
0x31,
0x13,
0x2E,
0x35,
0x37,
0x02,
0x31,
0x0E,

0x12,
0x55,
0x02,
0x31,
0x0E,
0x0cC,
0x0E,
0x22,
0x73,
0x63,
0x37,
0x34,
0x43,
0x0B,
0x06,
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0x03, 0x55, 0x04, 0x0A,
0x0A, 0x06, 0x03, 0x55,
0x03, 0x55, 0x04, 0x03,
0x20, 0x06, 0x09, 0x2A,
Ox6E, 0x67, 0x66, Ox6F,
0x6D, 0x30, 0x59, 0x30,
0x2A, 0x81, 0x1C, OxCF,
0x01, OxF3, 0x9D, Ox1F,
0x37, 0xB9, 0x46, 0xCD,
0xCC, 0x04, 0x2B, O0x5B,
0x9A, OxE3, 0xC3, 0x50,
0x30, 0x82, 0x01, 0xO0B,
0x2C, 0x06, 0x09, 0x60,
Ox4F, 0x70, 0x65, Ox6E,
0x64, 0x20, 0x43, 0x65,
0x03, 0x55, 0x1D, OxOE,
0x21, 0xAl, OxCF, 0xCo,
0x03, 0x55, 0x1D, 0x23,
0x82, 0x08, 0OxEl, 0xC3,
OxAl, 0x81, 0x81, O0xA4,
0x13, 0x02, 0x43, O0x4E,
0x44, 0x31, 0x0B, 0x30,
0x30, O0xOE, 0x06, 0x03,
0x31, 0x0C, 0x30, 0x0A,
0x30, O0xOE, 0x06, 0x03,
0x31, 0x22, 0x30, 0x20,
0x13, 0x73, 0x6l, Ox6E,
0x2E, 0x63, 0x6F, 0x6D,
0x0A, 0x06, 0x08, 0x2A,
0x02, 0x21, 0x00, OxAF,
0xFA, 0x5F, 0xD6, 0x57,
0x47, 0x50, 0x42, 0x02,
0x98, 0x7E, 0xA2, 0x57,
0x3E, 0x59, 0x27, 0xB6,
}i

/**
* show info

*/

LOG INFO(mclog, -1, "\n%#p",

" app" 7 " %S " 7 app’
"ctn", "%s", ctn,

"type", "%s", cert type,

NULL) ;

/**
* get device handle

*/

0x13, 0x07, 0x53, 0x41, Ox4E, 0x47, 0x46, O0x4F, 0x52, 0x31, 0x0C, 0x30,
0x04, 0x0B, 0x13, 0x03, 0x53, 0x53, 0x4C, 0x31, 0x10, 0x30, O0x0E, 0x06,
0x13, 0x07, 0x73, 0x6l, Ox6E, 0x67, 0x66, Ox6F, 0x72, 0x31, 0x22, 0x30,
0x86, 0x48, 0x86, OxF7, 0x0D, 0x01, 0x09, 0x01, 0Oxl6, 0x13, 0x73, 0x61,
0x72, 0x40, 0x73, 0x61l, Ox6E, 0x67, 0x66, O0x6F, 0x72, 0x2E, 0x63, Ox6F,
0x13, 0x06, 0x07, 0x2A, 0x86, 0x48, O0xCE, 0x3D, 0x02, 0x01, 0x06, 0x08,
0x55, 0x01, 0x82, 0x2D, 0x03, O0x42, 0x00, 0x04, 0x19, 0x79, 0x5D, OxF7,
0xB2, 0x20, O0xC4, Ox5F, OxA7, OxFA, Ox4E, OxBF, OxAD, 0OxDl, 0x70, 0x25,
0x3D, 0x48, 0x04, OxB3, O0x7F, O0xBC, Ox3E, O0xA5, 0x2B, 0x2C, OxEE, 0xD6,
0xBB, 0x56, 0x8D, OxED, 0x3B, 0x36, 0x73, OxF2, 0x88, 0OxEl, 0x9C, 0xC4,
0xD2, 0xB8, 0x09, 0x03, 0xD8, 0Ox6D, 0x91, 0x2C, 0xA3, 0x82, 0x01, O0xO0F,
0x30, 0x09, 0x06, 0x03, 0x55, 0x1D, 0x13, 0x04, 0x02, 0x30, 0x00, 0x30,
0x86, 0x48, 0x01, 0x86, OxF8, 0x42, 0x01, 0x0D, 0x04, O0xl1lF, 0xle6, 0x1D,
0x53, 0x53, 0x4C, 0x20, 0x47, 0x65, O0x6E, 0x65, 0x72, 0x61, 0x74, 0x65,
0x72, 0x74, 0x69, 0x66, 0x69, 0x63, 0x6l, 0x74, 0x65, 0x30, 0x1D, 0x06,
0x04, 0x16, 0x04, 0Ox14, 0x50, 0x30, 0xB3, 0x89, 0x44, O0xF0, O0xB5, O0x9B,
0xE3, 0x80, OxF0, 0xD5, 0x4D, OxE5, 0x22, 0x25, 0x30, 0x81, 0xBO, 0x06,
0x04, 0x81, 0xA8, 0x30, 0x81, 0xA5, 0x80, 0x14, O0xEC, 0x25, 0x01, O0xB6,
0xDF, 0x2D, 0x8D, 0x0B, 0xD6, 0xB5, 0x49, 0x4C, 0x05, Ox8F, 0x32, 0x14,
0x7F, 0x30, 0x7D, 0x31, 0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x06,
0x31, 0x0B, 0x30, 0x09, 0x06, 0x03, 0x55, 0x04, 0x08, 0x13, 0x02, 0x47,
0x09, 0x06, 0x03, 0x55, 0x04, 0x07, 0x13, 0x02, 0x53, 0x5A, 0x31, 0x10,
0x55, 0x04, 0x0A, 0x13, 0x07, 0x53, 0x41, Ox4E, 0x47, 0x46, 0x4F, 0x52,
0x06, 0x03, 0x55, 0x04, 0x0B, 0x13, 0x03, 0x53, 0x53, 0x4C, 0x31, 0x10,
0x55, 0x04, 0x03, 0x13, 0x07, 0x73, Ox6l, Ox6E, 0x67, 0x66, O0x6F, 0x72,
0x06, 0x09, 0x2A, 0x86, 0x48, 0x86, 0xF7, 0x0D, 0x01, 0x09, 0x01, 0xl6,
0x67, 0x66, 0Ox6F, 0x72, 0x40, 0x73, 0x6l, O0x6E, 0x67, 0x66, O0x6F, 0x72,
0x82, 0x09, 0x00, 0x9D, 0x1D, 0x78, OxA7, OxlF, OxAC, OxEE, 0xA3, 0x30,
0x81, 0Oxl1C, OxCF, 0x55, 0x01, 0x83, 0x75, 0x03, 0x48, 0x00, 0x30, 0x45,
0x31, 0xCD, 0x66, 0xB9, 0x81, 0x85, 0x34, 0x17, 0xC3, 0x75, 0x6B, OxE6,
0x94, 0xC2, 0x2A, 0x31, O0xB3, 0x06, 0xCl, 0x84, OxB6, 0xDC, Ox64, OxF1,
0x20, Ox3F, OxEl, 0x92, 0Ox66, O0x22, O0xCB, 0OxD2, 0x9D, OxBE, 0x89, 0x99,
0xB8, 0x65, 0xCB, 0Ox6l, OxE7, 0xC3, 0xD5, 0x8D, 0x08, 0xC5, 0xB3, 0x9D,
0x5F

"sm2 import certificate",

// LOG_INFO (symbol->mclog, -1, "%s perform start\n", algo name);
hdev = (DEVHANDLE)instance->values->get (instance->values, SKF DEVICE HANDLE) ;

if (!'hdev) {

ret = SAR INVALIDHANDLEERR;
LOG_ERROR (symbol->mclog, -1, "invalid device handle\n");

goto end;

/**
* open app
“f

ret = skf->SKF OpenApplication (hdev, app, &happ);
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end:

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF OpenApplication() failed: $#x\n", ret);
goto end;
}
/**
* open containor
=Y
ret = skf->SKF OpenContainer (happ, ctn, &hctn);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF OpenContainer () failed: %#x\n", ret);
goto end;
}
/**
* import certificate
Y
ret = skf->SKF ImportCertificate (hctn, 1, cert, sizeof(cert));
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF ImportCertificate() failed: $#x\n", ret);
goto end;

}
LOG_INFO (symbol->mclog, -1, "sm2 import certificate [glsucc[n]\n");

if (hctn) skf->SKF CloseContainer (hctn);
if (happ) skf->SKF CloseApplication (happ);

return ret;

/5 YAy
lﬁ%«mﬁi

FiE<4n
7.6.13 ECC &%
MBI ULONG DEVAPI SRBMBOES##Data (HCONTAINER hContainer, BYTE *pbData, ULONG

ulDatalLen, PECCSIGNATUREBLOB pSignature)

TifefmiA  ECC By %45 . KA ECC kMR FAY] hKey, 4552 ¥dls pbData HATE 74

N

B4 5 &5 AF IR pSignature H.

¥ hContainer [IN] #HFERAIWN-

pbData [IN] 14520 5 .
ulDatalen [IN] fa8dRiCRE, wah TPk,
pSignature [OUT] %441H.

yUA CIETE SAR OK: Il

ik A PR K

HHoAth: AR,
B PR
i N B R P A B A A (. 2G0T SM2 STTERT, B N B o R A B £ SM2
S TRAL B 45 R, TRAL PR RGP %I AR I AR R R SM2 Sk
o f B R D
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7.6.14 ECCEF
ULONG DEVAPI  SKF ECCVerify  (DEVHANDLE hDev ,  ECCPUBLICKEYBLOB*
pECCPubKeyBlob, BYTE *pbData, ULONG ulDataLen, PECCSIGNATUREBLOB

BREA B

Thfiefiid
ZH

iR [

pSignature)

H ECC ~PAXH R TR .

hDev
pECCPubKeyBlob
pbData

ulDatalen
pSignature

SAR_OK: I
oAy« i b o

7.6. 6RSA &&
ULONG DEVAPT SKFSRSASHEERData (HCONTAINER hContainer, BYTE #pbData, ULONG
ulDatalen, BYTE #pbSignature, ULONG #pulSignlLen)

i1l hContainer $i7 %€ A5 H1 E # R EH, X 43C &3 pbData T FEH . BHFM
45 A7 JULE| pbSignature ZEM X, #E pulSignLen %44 HIHKCEE.

hContainer  [IN] JHAZH MR PIFER MM,

pbData LINT #2544 3

ulDatal.en [IN] BB, NAKT RSA #HHBK-11.

PR R Y

Thfedinik

S

3R [AE

it

pbSignature  [OUT]

[IN] & fIhAN.

[IN] ECC A#EHEEs# .
[IN] frSeilE % 44 1 5k
[IN] EdetE.

[IN] fEBGiFss4a1d.

A S R I X IREE, W A{Eoh NULL, H TIRE4

2R K.
pulSignLen  [IN, OUT] #yA BSR4 EREM XKD, MHIRREXREREK

i 38
SAR_OK: .
Hoflb: i .

PR SR e (2 2 P B
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7.6. TRSA G
PREEA  ULONG DEVAPI  SKF RSAVerify  (DEVHANDLE hDev ,  RSAPUBLICKEYBLOB*

pRSAPubKeyBlob, BYTE #*pbData, ULONG wulDatalen, BYTE #*pbSignature, ULONG

ulSignLen)
ThiediA  B84F RSA %544 . H] pRSAPubKeyBlob P4 (12 4 %) 435 56 25 S ik 47 e 2% .
B2 hDev [IN] #&ha)ie.

pRSAPubKeyBlob [IN] RSA Z$H%di 4k 4.
pbData [IN] FrEHIE%E 24 1) Bl -

ulDatalen [IN] AR, NAKTAPMREK-11.

pbSignature [IN] Ap 3G E ) 25 44 16 -

ulSignLen [IN] B EKE, LA APRK.
Iz [A{E SAR OK: e .

RURELSR

b FEHPBMR, BEPREIHER SKF_VerifyPIN #2111

 BEARNG

int asym sign verify(core t *core, settings t *settings, menu t *menu)
{

int ret = 0;

int retry = 0;

int ctn_type = 0;

char *pin = "111111";

char *app = "DEFAULT";

char *ctn = "DEFAULT";

char *type = "sm2";

int bits = 1024;

int algo = SGD RSA;

int pubkeylen = 2048;

api t *api = core->get api (core);

api_symbol t *symbol = api->get symbol (api);

api_instance t *instance = api->get instance (api);

menu_controllor t *controllor = menu->get controllor (menu);

settings t *property = controllor->get property (controllor);

unsigned char data[32] = {0};
unsigned char pubkey[2048] = {0};
unsigned char sign data[512] = {0};

unsigned int sign data len = sizeof (sign data);
mclog api mclog = symbol->mclog;
SKF_FUNCLIST *skf = instance->skf;
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DEVHANDLE hdev = (DEVHANDLE)NULL;
HAPPLICATION happ = (HAPPLICATION)NULL;
HCONTAINER hctn = (HCONTAINER)NULL;

/**
* show info
*/
if (algo == SGD SM2 1) bits = 256;
LOG_INFO (symbol->mclog, -1, "\n%#p",
"%s %d sign and verify", type, bits,

" "

app’,

"

ctn",

"%S"I app’
" "%s", Ctn,

lltype", "%s", type,
"bits", "%d", bits,

NULL) ;
/**
* get device handle
=Y
hdev = (DEVHANDLE)instance->values->get (instance->values, SKF DEVICE HANDLE) ;

if (!'hdev) {
ret = SAR_INVALIDHANDLEERR;
LOG_ERROR (symbol->mclog, -1, "invalid device handle\n") ;

goto end;
}
/**
* open app
=y
ret = skf->SKF OpenApplication (hdev, app, &happ):;
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF OpenApplication() failed: %#x\n", ret);
goto end;
}
/**
* verify pin
wy
ret = skf->SKF VerifyPIN (happ, USER TYPE, pin, (void *)é&retry);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF VerifyPIN() failed: $#x\n", ret);
goto end;
}
/**
* open containor
wY
ret = skf->SKF OpenContainer (happ, ctn, &hctn);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF OpenContainer() failed: %$#x\n", ret);
goto end;
}
/**
* get controllor type
wY
ret = skf->SKF GetContainerType (hctn, (void *)&ctn type);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF GetContainerType () failed: %#x\n", ret);
goto end;
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/**
* generate keypair
*/
if (type == SGD RSA) {
if (ctn_type == CINF ECC) {
skf->SKF CloseContainer (hctn);
memset (&hctn, 0, sizeof (hctn));

ret = skf->SKF DeleteContainer (happ, ctn);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF DeleteContainer() failed: S#x\n", ret);
goto end;

ret = skf->SKF CreateContainer (happ, ctn, &hctn);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF CreateContainer() failed: $#x\n", ret);
goto end;

ret = skf->SKF ExportPublicKey (hctn, 1, (void *)pubkey, &pubkeylen);

if (ret) {
ret = skf->SKF GenRSAKeyPair (hctn, bits, (void *)pubkey);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF GenRSAKeyPair () failed: $#x\n", ret);
goto end;

ret = skf->SKF RSASignData (hctn, data, sizeof(data), sign data, &sign data len);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF_RSASignData () failed: %#x\n", ret);
goto end;

ret = skf->SKF RSAVerify (hdev, (void *)pubkey, data, sizeof(data), sign data, sign data len);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF RSAVerify() failed: $#x\n", ret);
goto end;
}
} else {

if (ctn_type == CINF RSA) {
skf->SKF CloseContainer (hctn)

memset (&hctn, 0, sizeof (hctn));

ret = skf->SKF DeleteContainer (happ, ctn);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF DeleteContainer() failed: $#x\n", ret);
goto end;

ret = skf->SKF CreateContainer (happ, ctn, &hctn);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF CreateContainer () failed: %#x\n", ret);
goto end;
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}

ret = skf->SKF ExportPublicKey(hctn, 1, (void *)pubkey, &pubkeylen);

if (ret) {
ret = skf->SKF GenECCKeyPair (hctn, SGD SM2 1, (void *)pubkey);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF GenECCKeyPair () failed: %#x\n", ret);
goto end;

ret = skf->SKF ECCSignData (hctn, data, sizeof (data), (void *)sign data);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF _ECCSignData () failed: %#x\n", ret);
goto end;

ret = skf->SKF ECCVerify (hdev, (void *)pubkey, data, sizeof(data), (void *)sign data);
if (ret) {

LOG_ERROR (symbol->mclog, -1, "SKF ECCVerify() failed: %#x\n", ret);

goto end;

LOG_INFO (mclog, -1, "asym \\([%s] sign and verify [g]succ[n]\n", type);

end:
if
if

(hctn) skf->SKF CloseContainer (hctn);
(happ) skf->SKF CloseApplication (happ) ;

return ret;

| R ELIE

ez

7.6.25 BANXEBASIEEH
¥ JE A ULONG DEVAPI SKF SetSymmKey (DEVHANDLE hDev, BYTE* pbKey, ULONG ulAlgID,

HANDLE* phKey)

Thghid  BEWSOSFREY, BP0,

ZH

iR B

hDev [IN] &5,

pbKey [IN] fi50m) 206 & PHE 22 ph X .
ulAlgID [IN] &if®HE %R
phKey [OUT] R [Al&iF s EHn0 4 .

SAR OK: ).

oAl By,
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7.6.26 INEHIAIL
PECE R ULONG DEVAPI SKF EncryptInit (HANDLE hKey, BLOCKCIPHERPARAM EncryptParam)
Difiedid B pIGA. BB R # IR SR
B hKey [IN] g s g am.
EncryptParam [IN] 8 #EEEEMCSE: WG E. ¥ EKE. A
s ROBHE R AR
1 [ {Ef SAR OK: R .
oAtz AT o

7.6.27 BEANITEME

pRE]R %KY ULONG DEVAPI SKF Encrypt (HANDLE hKey, BYTE * pbData, ULONG ulDatalen, BYTE
*pbEncryptedData, ULONG *pulEncryptedLen)

DhfediiE R BRI SR E . R E B R e HER T IR, wiohn & i Edis X
WE—ASE, I G RE SR ETREMZE X T . SKF_Encrypt KA 4r4

ol T n®, F98H SKF_Encrypt Z fij, 2018 H] SKF EncryptInit #1&54b N
#E. SKF Encypt %4 T5ciMH SKF EncryptUpdate /i8] SKF EncryptFinal.

ZH hKey [IN] Ins e
pbData [INT 435 0% 804 .
ulDatalen [IN] f5hns S KR .
pbEncryptedData  [OUT] In# 5 &R pp X $5%E, WTLAN NULL, H-F3k15nE
e R .
pulEncryptedLen  [IN, OUT] $ AR Forgs RAIRE XL, Rt g R
B S PR
A ] SAR_OK: (D878
BER TR T

7.6.30 REMIEL

SR ULONG DEVAPI SKF Decryptlnit (HANDLE hKey, BLOCKCIPHERPARAM DecryptParam)

Dhiefiif  HIEMEVIGAL, REMEEHBCSE. A SKF DecryptInit ZJ5, WTLAAA]
SKF_Decrypt Xt 8420 41 $r g dbAT ff %5, th ol LA KM A] SKF_DecryptUpdate 2 Ji
59 FH SKF_DecryptFinal 5¢ ROk 2 4~ 4 41 £H i) i o

L hKey [IN] fi## &AW
DecryptParam [IN] 23418 WS40 G280 VIUG ) ik, W06 ) WA BE L BAE A7k
S WHE A KR .

i [ {Ef SAR_OK: R .

% 31/52 1


https://antonlee2013.ga:13080/uploads/images/gallery/2018-10-Oct/SKF_EncryptInit_api.png
https://antonlee2013.ga:13080/uploads/images/gallery/2018-10-Oct/SKF_Encrypt_api1.png
https://antonlee2013.ga:13080/uploads/images/gallery/2018-10-Oct/SKF_Encrypt_api2.png
https://antonlee2013.ga:13080/uploads/images/gallery/2018-10-Oct/SKF_DecryptInit_api.png

C*Core Technology Co.,Ltd. R BRI 4 PR 2 7 C*Core

C*Core Technology Co.,Ltd.

7.6.31 BRUAHIERE

PR A A A

Thig ik

iR [EHE

REaipivsl

ULONG DEVAPI SKF Decrypt (HANDLE hKey, BYTE #* pbEncryptedData, ULONG
ulEncryptedLen, BYTE * pbData, ULONG * pulDatalen)

BN B AR A . IR R B R e B AT R, R Bl L
WE A, R Y SCRAE IR E RSP X F . SKF_Decrypt HA HiANS3-4
Bl AT %, 1) SKF_Decrypt Z i, #4720 H] SKF_DecryptInit ¥I#H{LIF 2
1€ . SKF Decypt %54+ 1 4¢ M F SKF DecryptUpdate f5ifdH] SKF DecryptFinal.
hKey [IN] fifp % % § A M

pbEncryptedData [IN] £ #d5 .

ulEncryptedLen [IN] £ o B A< B .

pbData LOUT] 451 & Ja IR R ph X FREF, 2908 NULL B ] SR 74 %
Ji IR 1

pulDataLen [IN, OUT] #@ A el B 2 ph X ICRE, 4 th I s &5 AL 8K
P 5 B K E

SAR OK: R .

oAt B iRig.

A RS, EIAH SKF CloseHandle FEill SKE SetSymmKey 42 T4 B0 FR )R

 BHARND

static int sym test(core t *core, settings t *settings, menu t *menu)

{

int ret = 0;

char *algo name = "sml";

char *mode name

"ecb";

int feedbits = 0;
int data len = 256;

int enable padding

0;

int use setsymmkey = 1;

int mode

= get sym mode (mode name) ;

int algoid = get sym algoid(algo name);

int algo

= get vgeneratekey algo(algoid, mode);

api t *api = core->get api (core);

api symbol t *symbol = api->get symbol (api);
api_instance t *instance = api->get instance (api);
SKF_FUNCLIST *skf = instance->skf;

unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned
unsigned

char key[32] = {1};
char iv[32] = {2};
int ivlen = get sym ivlen(algoid, mode);

char *data = NULL;

char *encrypt data = NULL;

int encrypt data len = data len + 1024;
char *decrypt data = NULL;

int decrypt data len = data len + 1024;

BLOCKCIPHERPARAM bp;
DEVHANDLE hdev;
HANDLE hkey;

/**
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* get device handle

wf
memset (&hdev, 0, sizeof (hdev));
hdev = (DEVHANDLE) instance->values->get (instance->values, SKF DEVICE HANDLE) ;

if (!hdev) {
ret = SAR_INVALIDHANDLEERR;
LOG_ERROR (symbol->mclog, -1, "invalid device handle\n");

goto end;
}
/**
* show info
*/
LOG_INFO (symbol->mclog, -1, "\n%#p", "symmetric encrypt and decrypt test",
"algo", "$s", algo_name,
"mode", "$s", mode name,

"feedbits", "%d", feedbits,

"data len", "%d", data len,

"padding", "%s", enable padding ? "true" : "false",
NULL) ;

/**
* malloc memory
*/
data = malloc(data len);
encrypt data = malloc(encrypt data len);
decrypt data = malloc(decrypt data len);
if (!data || !encrypt data || !decrypt data) {
ret = SAR INDATAERR;
LOG_ERROR (symbol->mclog, -1, "malloc memory for data failed\n", ret);
goto end;
}
memset (data, 1, 32);

/**
* set key
wy
memset (&¢hkey, 0, sizeof (hkey));
if (!use_setsymmkey) {
ret = skf->V GenerateKey (hdev, algo, &hkey);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "V GenerateKey() failed(%$#x)\n", ret);
goto end;
}
} else {

algo = algoid + mode;
ret = skf->SKF SetSymmKey (hdev, key, algo, &hkey);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF SetSymmKey () failed (%#x)\n", ret);
goto end;
}
}
/**
* encrtypt init
wY

if (mode != MODE CFB && mode != MODE OFB) feedbits = 0;
memset (&bp, 0, sizeof (bp));

bp.FeedBitLen = feedbits;

if (enable padding) {
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end:

bp.PaddingType = PKCS5 PADDING;
}
if (mode != MODE ECB) {
bp.IVLen = ivlen;
memcpy (bp.IV, iv, ivlen);
}
ret = skf->SKF EncryptInit (hkey, bp);

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF EncryptInit() failed(%#x)\n", ret);
goto end;

}

/**

* encrtypt init

*/

ret = skf->SKF Encrypt (hkey, data, data len, encrypt data, (void *)&encrypt data len);
if (ret) {

LOG_ERROR (symbol->mclog, -1, "SKF EncryptInit() failed(%#x)\n", ret);

goto end;

/**
* decrtypt init
*/
ret = skf->SKF DecryptInit (hkey, bp);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF DecryptInit() failed(%#x)\n", ret);
goto end;

/**
* decrtypt
7/
ret = skf->SKF Decrypt (hkey, encrypt data, encrypt data len, decrypt data, (void *)&decrypt data len);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF Decrypt() failed(%#x)\n", ret);
goto end;

/**
* compare to standard data
“f
if (data_len != decrypt data len ||
memcmp (data, decrypt data, decrypt data len)) {
ret = SAR INDATAERR;
LOG_ERROR (symbol->mclog, -1, "decrypt data and original data is not the same!\n");
goto end;

LOG_INFO (symbol->mclog, -1, "%s %s encrypt and decrypt test [g]lsucc[n]!'\n", algo name, mode name) ;

if (hkey) skf->SKF CloseHandle (hkey) ;
FREE IF (data);

FREE IF (encrypt data);

FREE IF (decrypt data);

return ret;
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| ik ki

RS an

7.6.34 EWREAEIGEL

PRE A ULONG DEVAPI SKF DigestInit (DEVHANDLE hDev, ULONG ulAlglD,
ECCPUBLICKEYBLOB #*pPubKey, unsigned char #*pucID, ULONG ulIDLen, HANDLE

*phHash)

Thiiefiad  FIHM DI VHERIE, fRe kS i STk

B hDev [IN] 34 0 5 IR (0] 1) 1 6 A A
ulAlgID [IN] @R dk i Hikbnil.
pPubKey [IN] %4 &8, 2 alAlglD A SGD_SM3 B A3
pucID [IN] Z4#% M ID i, 9 alAlgID Jy SGD_SM3 A4 %K.
ulIDLen [IN] %424 1D K%, 24 alAlgID 24 SGD_SM3 45 %% .
phHash [OUT] i Ak X % f)HA .

iR el {H SAR OK: exh .
o Ath Fimhg.

%It *4 ulAlgID 24 SGD_SM3 H. ulIDLen A~ 0 1 #L F pPubKey. pucID 5%, 4T SM2
LA A TR | 3545, vhSO PR CAPIERMIERI BN HE AR MA R SM2 5%
D AE D .

7.6.35 BRIAKIEERE

P EJE R ULONG DEVAPI SKF Digest (HANDLE hHash, BYTE *pbData, ULONG ulDataLen, BYTE
*pbHashData, ULONG *pulHashLen)

hEfiid AP — A BT % 2% i 5T . i H] SKF_Digest 2 B, % % il H
SKF DigestInit #] & fk % 179 2% #% il 37 #% 1£ . SKF Digest %5t T £ &K A H
SKF_DigestUpdate 2 J5 1§ H] SKF_DigestFinal.

B hHash [IN] a0 LAl
pbData LIN] FemiH S EdE 22 b X .
ulDatal.en [IN] 1 S 1 .
pbHashData  [OUT] &5 %%5: 5de 2 b X ¥5 6t It 25004 NULL B, i1 pulHashLen

IR [P i Ak e A5 R KR
pulHashLen  [IN, OUT] $i B 22R4 RBIRGE ph X ACEE, Hiv i 22 7= &5 5 30 s
B
IR [Al SAR_OK: R .
JLAt g,
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7.6.36 FEARBFEEWHNE

s ULONG DEVAPI SKF DigestUpdate (HANDLE hHash, BYTE s#pbData, ULONG
ulDatalen)

Dhfiefiidk 204N H BRI ES IS 5. A SKF DigestUpdate Z /i, 4470 F
SKF DigestInit ¥tk @ ihAeikit 578 1E: 4 SKF DigestUpdate 22 JF, 4%l
Fl SKF DigestFinal &5 #0041 5184

S hHash [IN] 500 A% i bt % fa) 4 .
pbData CINT 4 i S 500 (R 2% o IX
ulDataLen  [IN] i B EdE K.

R Ml SAR OK: R .

7.6.37 SRERIE

%5 ULONG DEVAPI SKF DigestFinal (HANDLE hHash, BYTE s*pHashData, ULONG
*pulHashLen)

D SiR A AN BB AR TLERAE, RS R 4 R R PR e 2 X .

ZH hHash [IN] SERg i xt S )M .
pHashData — [OUT] i [|] )% 6% e &5 R 92 b X $i 61, iR UL Z EONULL i, i
pulHashLen & [7] 442 &5 S K B
pulHashLen [IN, OUT] $i AR R85 ROz rb X S, B th I R i ki

iR R .
1 [rl SAR_OK: L) <
HoAth - iR,
%t SKF DigestFinal &4+ SKF DigestUpdate ZJ5.

BERI

static int hash test(core t *core, settings t *settings, menu t *menu)
{

int ret = 0;

int twice len = 0;

int file size = 0;

int data len = 1025;

int enable log = 1;

int enable sm3 check = 1;

char *algo name = "sm3";

char *id = NULL;

int algo = get hash algoid(algo name);

api t *api = core->get api (core);

api symbol t *symbol = api->get symbol (api);

api instance t *instance = api->get instance (api);

SKF _FUNCLIST *skf = instance->skf;

unsigned char *data = NULL;

unsigned char hash data[512] = {0};

unsigned char twice hash data[512] = {0};

unsigned char soft hash data[512] = {0};

unsigned int hash data len = sizeof (hash data);

unsigned int twice hash data len = sizeof (twice hash data);

DEVHANDLE hdev = (DEVHANDLE)NULL;
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HANDLE hhash = (HANDLE)NULL;
HANDLE hhash2 = (HANDLE)NULL;
FILE *fp = NULL;
FILE *result_fp = NULL;
u8 keypair[] = {

/* pub x */

0xB4, 0xD2, 0xE9, 0xF8, OxFF, 0xE8, 0x67, 0xCF, 0xA6, 0x6D, 0x7E, 0xDE, 0XxDE, 0xD1, 0x3E, 0X3E,
0xE3, 0x3B, 0x7A, 0xF6, 0xD8, 0xED, 0xDD, 0x21, 0xB0, O0xF6, 0xC4, 0xBC, 0x4D, 0x4A, 0x05, OxF7,

/* pub y */

0x99, 0xC5, 0x28, 0x3A, 0xD1, OxXAF, 0x78,0x77, 0x4F, OxXFF, Ox5F, 0x57, 0xEQ, 0x24, 0xE1l, 0x4A,
0x77,0xF5, 0x1E, 0x93, 0x8D, 0x39, 0xD5, 0xC7, 0x1E, 0x67, 0x12,0x87, 0x93, 0x65, 0x5D, 0XBA,

/% pEiwy ¥/

0xF0, 0xE7, 0x9B, 0x09, 0x3F, 0x8E, 0x64,0x12,0x79, 0x02, 0x90, 0x2C, 0x65, 0xC5, 0x64, 0XBS8,
0xBC, 0xFB, 0xD4, 0xD4, 0xD0, 0x26, 0x55, 0x3A, 0x5C, 0x7A, 0x64, 0x6B, 0xB1, 0x84, 0x0B, 0X6F

}i
ECCPUBLICKEYBLOB sm2 pubkey = {0};

/**
* get device handle
=Y
memset (&¢hdev, 0, sizeof (hdev));
hdev = (DEVHANDLE)instance->values->get (instance->values, SKF DEVICE HANDLE) ;
if (!'hdev) {
ret = SAR_INVALIDHANDLEERR;
LOG_ERROR (symbol->mclog, -1, "invalid device handle\n") ;

goto end;
}
/**
* show info
=Y

if (enable log) {
LOG_INFO (symbol->mclog, -1, "\n%#p", "hash calc test",
"algo", "%s", algo_name,
"data len", "%d", data len,
NULL) ;

/**
* get data
*/
data = malloc(data len);
if (!data) {
ret = SAR NO ROOM;
LOG_ERROR (symbol->mclog, -1, "malloc memory for data failed!\n", ret);

goto end;
}
/**
* digest init
wf

memset (&sm2_ pubkey, 0, sizeof (sm2 pubkey));
sm2_pubkey.BitLen = 256;
memcpy (sm2_pubkey.XCoordinate + 32, keypair, 32);
memcpy (sm2_pubkey.YCoordinate + 32, keypair + 32, 32);
if (id && strlen(id)) {
ret = skf->SKF DigestInit (hdev, algo, &sm2 pubkey, (void *)id, strlen(id),
} else {
ret = skf->SKF DigestInit (hdev, algo, NULL, NULL, 0, é&hhash);

&hhash) ;
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if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF DigestInit () failed(%#x)\n", ret);
goto end;
}
/**
* hash calc
*/
ret = skf->SKF Digest (hhash, data, data len, hash data, (void *)&hash data len);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF Digest () failed(%#x)\n", ret);
goto end;

}
skf->SKF CloseHandle (hhash) ;
hhash = NULL;
if (enable log) {
LOG_INFO (symbol->mclog, -1, "hash once result\n%#h", 16, hash data len, hash data);

/**
* soft calc check
*/
if (algo == SGD SM3 && enable sm3 check && !id) {
ret = hash soft calc(algo, data, data len, soft hash data);
} else {
ret = -1;
}
if ('ret) {
if (enable log) {
LOG_INFO (symbol->mclog, -1, "hash soft result\n%#h", 16, hash data len, soft hash data);
}
if (memcmp (hash data, soft hash data, hash data len)) {
ret = SAR FAIL;
LOG_ERROR (symbol->mclog, -1, "sm3 result is not same with soft algo calc result!\n");

goto end;
}
}
ret = 0;
/**
* twice calc
74

if (data len > 16) {
twice len = gen random index();
twice len = twice len % (data len - 16);
}
if (twice len) {
/**
* digest init
wY
if (id && strlen(id)) {
ret = skf->SKF DigestInit (hdev, algo, &sm2 pubkey, (void *)id, strlen(id), &hhash2);
} else {
ret = skf->SKF DigestInit (hdev, algo, NULL, NULL, O, &hhash2);
}

if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF DigestInit() failed(%#x)\n", ret);
goto end;
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/**
* update
wf
ret = skf->SKF DigestUpdate (hhash2, data, twice len);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF DigestUpdate () failed(%#x)\n", ret);
goto end;

/**
* update
*/
ret = skf->SKF DigestUpdate (hhash2, data + twice len, data len - twice len);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF DigestUpdate() failed(%#x)\n", ret);
goto end;

/**
* final
*/
ret = skf->SKF DigestFinal (hhash2, twice hash data, &twice hash data len);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF DigestFinal () failed (%#x)\n", ret);
goto end;
}
skf->SKF CloseHandle (hhash2) ;
hhash2 = NULL;
if (enable log) {
LOG_INFO (symbol->mclog, -1, "hash twice result\n%#h", 16, hash data len, hash data);

if (twice hash data len != hash data len ||
memcmp (hash data, twice hash data, hash data len)) {
ret = SAR FAIL;
LOG_DEBUG (symbol->mclog, -1, "hash once data\n%#h", 16, hash data len, hash data);
LOG_DEBUG (symbol->mclog, -1, "hash twice data\n%#h", 16, twice hash data len, twice hash data);
LOG_ERROR (symbol->mclog, -1, "one and twice hash data is not the same!\n", ret);
goto end;
}
if (enable log) {
LOG_INFO (symbol->mclog, -1, "hash once and twice result is the same! right!\n");

if (enable log) {
LOG_INFO (symbol->mclog, -1, "%s calc [g]lsucc[n]!\n", algo name);

end:
if (hhash) skf->SKF CloseHandle (hhash);
if (hhash2) skf->SKF CloseHandle (hhash2);
FREE IF (data);
if (fp) fclose (fp);
if (result fp) fclose (result fp);
return ret;

| B2 A
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BUIVE AR

7.3. 28I E A

K& R ULONG DEVAPI SKF CreateApplication(DEVHANDLE hDev, LPSTR szAppName, LPSTR
szAdminPin, DWORD dwAdminPinRetryCount, LPSTR szUserPin, DWORD
dwlUserPinRetryCount, DWORD dwCreateFileRights, HAPPLICATION *phApplication)

higtid  Glg— AN,

ZH hDev [INT 4 w8 IF IR 1] i) 18 2 T o
szAppName [IN] W H % %K.
szAdminPin [IN] ¥ H & PIN
dwAdminPinRetryCount [TN] BB B PIN dp KA IEL .
szUserPin [IN] R/ PIN.

1 H /P PIN Sk E kS
dwCreateFileRights [IN] fEiZMN R a0 a CrE Mz ss R, 20 6. 4.9 BLR
PR, g BRI AR

dwUserPinRetryCount [IN

phApplication [OUT] R R R)Hs .
iR A SAR OK: .

oAt » .
#iE VBB sk i

RURREL SR

A TERENR, BRI ZHZR&NERT

 BEARND

static int app create(core t *core, settings t *settings, menu t *menu)
{

int ret = 0;

char *app = "test app";

char *so_pin = "so _pin", "111111";

char *user pin = "111111";

int retry = 6;

api t *api = core->get api (core);

api symbol t *symbol = api->get symbol (api);

api_instance t *instance = api->get instance (api);

mclog api mclog = symbol->mclog;

SKF_FUNCLIST *skf = instance->skf;

HAPPLICATION happ;

DEVHANDLE hdev;

/**
* get device handle
*/
memset (&¢hdev, 0, sizeof (hdev));
memset (¢happ, 0, sizeof (happ)):;
hdev = (DEVHANDLE)instance->values->get (instance->values, SKF DEVICE HANDLE) ;
if (!hdev) {
ret = SAR INVALIDHANDLEERR;
LOG_ERROR (symbol->mclog, -1, "invalid device handle\n");
goto end;
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}

/**
* show info
Y
LOG_INFO(mclog, -1, "\n%#p", "create application",
"app", "%s", app,
"len", "%d", strlen(app),
"so_pin", "%s", so_pin,
"user pin", "%s", user pin,
NULL) ;

/**
* create app
*/
ret = skf->SKF CreateApplication (hdev, app, so pin, retry, user pin, retry, 0, &happ);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF CreateApplication () failed (%#x)\n", ret);
goto end;

end:

if (happ) {
LOG_INFO(mclog, -1, "create application \\[%s] [g]lsucc[n]\n", app):;
skf->SKF CloseApplication (happ) ;

}

return ret;

Kellfegad

LiESAN
7.5. 20| RE =T
B3 s ULONG DEVAPI  SKF CreateContainer (HAPPLICATION hApplication, LPSTR

szContainerName, HCONTAINER *phContainer)

Refiid  AENV T @7 R0 BRI A 28 1 R 0] 28 88 1)
G hApplication [IN] M H A

szContainerName [IN] ASCII 5, T i BRIP4, RRAKPEIEK
AR 64 £,
phContainer [OUT] 3R [m] Byt 7 25 4% PR 25 9% R

IR [F]{E SAR OK: eIl .

HAth - FiR .

T BURER 5 ZH P BUR

R E s

£

FEA AR, RARURILT ] SKE Veri fypTN £

E e
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static int ctn create(core t *core, settings t *settings, menu t *menu)

{

int ret = 0;

int retry = 0;

char *pin = "111111";

char *app = "DEFAULT";

char *ctn = "test ctn";

api t *api = core->get api (core);

api symbol t *symbol = api->get symbol (api);

api_instance t *instance = api->get instance (api);
menu_controllor t *controllor = menu->get controllor (menu);
settings t *property = controllor->get property (controllor);
mclog api mclog = symbol->mclog;

SKF_FUNCLIST *skf = instance->skf;

DEVHANDLE hdev = (DEVHANDLE)NULL;

HAPPLICATION happ = (HAPPLICATION)NULL;

HCONTAINER hctn = (HCONTAINER)NULL;

/**
* get device handle
=Y
hdev = (DEVHANDLE)instance->values->get (instance->values, SKF DEVICE HANDLE) ;

if (!'hdev) {
ret = SAR INVALIDHANDLEERR;
LOG_ERROR (symbol->mclog, -1, "invalid device handle\n") ;

goto end;
}
/**
* show info
=Y

LOG_INFO(mclog, -1, "\n%#p", "create containor",
"application", "%s", app,
"container", "%s", ctn,
"len", "%d", strlen(ctn),

NULL) ;

/**
* open app
wY
ret = skf->SKF OpenApplication (hdev, app, &happ):;
if (ret) {
LOG_ERROR (symbol->mclog, -1, "SKF OpenApplication() failed:

goto end;
}
/**
* verify pin
wY

ret = skf->SKF VerifyPIN (happ, USER TYPE, pin, (void *)é&retry);
if (ret) {

S#x\n",

LOG_ERROR (symbol->mclog, -1, "SKF VerifyPIN() failed: %$#x\n", ret);

goto end;

/**

* create containor

wf

ret = skf->SKF CreateContainer (happ, ctn, é&hctn);
if (ret) {

ret);
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LOG_ERROR (symbol->mclog, -1, "SKF CreateContainer () failed: $#x\n", ret);
goto end;

}

LOG_INFO(mclog, -1, "create containor \\[%s] [g]succ[n]\n", ctn);

end:
if (hctn) skf->SKF CloseContainer (hctn);

if (happ) skf->SKF CloseApplication (happ) ;
return ret;

| [& 4 T+ 2%
B

A2 v_Control () #1H, M2 FirmWare &MU NSHL, S5 E LN :

typedef struct {

/**

* Rbrief HHAZRAN, W EEHRERE LI

2 HZAENULL, B0 A ER e B ek, R — & 1T
*/

char *szDevName;

/**

* Q@brief AL FIHRMAESEH (KELINL6TT) , WHZMEAINULL, JHE O 340 FH BRI MR
=Y

u8 *pbAesKey;

/**
* @orief BEMFTHEINPIRRIAAMEH (KELIAL6TT) , WHZ{EAINULL, TR F N AR AR BN
=)

u8 *pbReleaseKey;

/**
* @brief [MfFEUE, ARENZE:
*/

u8 *pbFirmWare;

/**
* @brief MFHHEKE, KEEMUAUKT0;
*/

u32 cbFirmWare;

/**
* @brief MEfFFEGIRETH A ERKEHRE, AT
=

int (*repower) (void *argqg);

/**
* @brief [MfFFEIEENKEIERE, TN,
*/

void (*download progress cb) (int progress, void *arg);

/**
* Q@brief MM L. BEEEZKEIHAET IS4 ATLUNNULL;
*/

void *arg;
} FirmWare;
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SERIR S H I :
B
[ ]
[ ]
szDevName
L]
pbAesKey °
[ ]
pbReleaseKey °
L]
pbFirmWare
. [ ]
cbFirmWare
L]
repower
download_progress_cb ¢
L]
arg
BERTY

static int repower (void *arg)

{
printf ("please shut down device\n");
sleep(10);
printf ("please repower device\n");
sleep(10);

return 0O;

B

ASANULLIS, 52 01 S 246 7 %% 449K
émmﬁu%uW%éEﬂMé&%,#ﬁm%~¢&%ﬁ

I TN P it RIAES B8] (KL ZEN16F11)
BAZAEANULL, T2 1 P 8 2 1 Sl A T BRMEL

ST T it (R R AT B ] CREE U161
UHZAEANULL, U2 1A 2 S A TR ML

P e, ASRE A
PR (BAURT0) 5

[ S R v 7 B s A A B R Rl A, ANREN
I T Gtk B2 2% Bl BR 2, AT BLINULL

AT LA HEEAR B B BT IS4 T BUINULL;

int download firmware (core t *core, settings t *settings, menu t *menu)

int ret = 0

;
int size = 0;

char *bin = "sd v1.80/CCM3310S-T40 SD COS V1.80 20190916 release with sha.bin";

api t *api = core->get api (core);

api symbol t *symbol = api->get symbol (api);
api_instance t *instance = api->get instance (api);
mclog api mclog = symbol->mclog;

SKF _FUNCLIST *skf = instance->skf;

FirmWare firmware = {NULL};

FILE *fp = NULL;

/**
* show info
=/
LOG_INFO (mclog, -1, "\n%#p", "auto download firmware",

"name", "%$s", name,
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"bin", "%s", bin,
NULL) ;
/* *
* check bin
*/
if (!bin) {
ret = SAR FAIL;
goto end;
}
/ * %
* open bin
*/
fp = fopen(bin, "rb");
if (!fp) |
LOG_ERROR (symbol->mclog, -1, "fopen() failed: %$s\n", strerror (errno));
ret = SAR FAIL;
goto end;

}

fseek (fp, 0, SEEK END);
size = ftell (fp);

fseek (fp, 0, SEEK SET);

/**
* read bin
*/
memset (&firmware, 0, sizeof (firmware));
firmware.cbFirmWare = size;
firmware.repower = repower;
firmware.pbFirmWare = malloc(size + 16);
if (!firmware.pbFirmWare) {
ret = SAR NO ROOM;
LOG_ERROR (symbol->mclog, -1, "malloc() failed: %s\n", strerror(errno));
goto end;
}
ret = fread(firmware.pbFirmWare, 1, size, fp);
if (ret < 0) {
ret = SAR FATIL;
LOG_ERROR (symbol->mclog, -1, "malloc() failed: %s\n", strerror(errno));

goto end;
}
/**
* firmware download
wY
ret = skf->V Control (0, V_CTL AUTODOWNLOAD FIRMWARE, &firmware);
if (ret) {
LOG_ERROR (symbol->mclog, -1, "V Control() failed: $#x\n", ret);
goto end;

}
LOG_INFO (symbol->mclog, -1, "update firmware \\[%s] [g]succ[n]\n", bin);

/**
* close handle
wf
end:
if (fp) fclose (fp);
return ret;
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| SKF{# Fldemo

#include "skf.h"
#include <string.h>

#ifndef WIN32
#include <dlfcn.h>
#include <unistd.h>
#else

#include <windows.h>
#endif

PSKF FUNCLIST FunctionList;

int load library()

{
int ret = 0;
void * lib handle = NULL;
char path[128] = {0};

#ifdef WIN32
P SKF GetFuncList GetFunction = NULL;
GetCurrentDirectory (MAX PATH, path);
strcat (path, "\\SKF.d1ll");
printf ("Load D11 %s\n", path);
1lib handle = LoadLibrary (path);
if (lib_handle==NULL)
{
ret = GetlastError();
printf ("Load D11 Fail:%d\n", ret);
return ret;
}
else
{
GetFunction = (P_SKF GetFuncList)GetProcAddress (lib handle, "SKF GetFuncList");
if (GetFunction == NULL)
{
ret = GetlLastError();
return ret;
}
printf ("Load D11 OK\n");
ret = GetFunction (&FunctionList);
if (ret) return ret;
}
#else
P SKF GetFuncList get func list;

getcwd (path, sizeof (path));

strcat (path, "/libskf.so");

lib handle = dlopen (path, RTLD LAZY );

if (!1ib handle)

{
printf ("Open Error:%s.\n", dlerror());
return 0;

get func list = dlsym(lib handle, "SKF GetFuncList");
if (get func list == NULL)
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printf ("Dlsym Error:%$s.\n", dlerror());

return 0;

ret = get func list (&FunctionList);
if (ret)

{
printf ("fnGetList ERROR 0x%x", ret);

return ret;

}

#endif

void print data(char *info, unsigned char *data, unsigned int len)

{

return ret;

int i = 0;
if (info) printf ("$s\n", info);
for (1 = 0; 1 < len; i++) {
if (1 & 1 % 16 == 0) printf ("\n");
printf ("0x%02x ", datalil);
}
printf ("\n");

int sym gdb test (HANDLE hdev, unsigned int algo, unsigned char *key, unsigned char *iv, unsigned int iv len,

unsigned char *data, unsigned int data len, unsigned char *gdb data, unsigned int gdb data len)

{

int ret = 0;
HANDLE hkey;
BLOCKCIPHERPARAM bp;

u8 enc data[1024] = {0};
u32 enc _len = 0, enc final len = 0;
u8 dec data[1024] = {0};

u32 dec_len = 0, dec final len = 0;

ret = FunctionList->SKF SetSymmKey (hdev, key, algo, &hkey);

if (ret) {
printf ("SKF SetSymmKey () failed: $#x\n", ret);

return ret;

memset (&bp, 0, sizeof (bp));
bp.IVLen = iv_ len;
if (bp.IVLen > 0) {
if ('iv) {
printf ("sym cbc mode, but iv is null\n");
ret = -1;
goto end;

memcpy (bp.IV, iv, bp.IVLen);

ret = FunctionList->SKF EncryptInit (hkey, bp):
if (ret) {
printf ("SKF_EncryptInit () failed: $#x\n", ret);

% 47/52 1



C*Core Technology Co.,Ltd. T BRI A BRA 7 C*Core

C*Core Technology Co.,Ltd.

goto end;

ret = FunctionList->SKF EncryptUpdate (hkey, data, data len, enc data, &enc len);
if (ret) {

printf ("SKF _EncryptInit () failed: $#x\n", ret);

goto end;

ret = FunctionList->SKF EncryptFinal (hkey, enc data + enc len, &enc final len);
if (ret) {

printf ("SKF _EncryptInit () failed: $#x\n", ret);

goto end;
}

enc_len += enc final len;

/**
* show original data and encrypted data
=Y
print data("original data: ", data, data len);

print data("encrypted data: ", enc data, enc_len);

if (gdb data && gdb data len > 0 && (enc_len != gdb data len || memcmp (gdb data, enc data, enc len))) {
printf ("enc and gdb data is not same!\n");
ret = -1;
goto end;

ret = FunctionList->SKF DecryptInit (hkey, bp);

if (ret) {
printf ("SKF _DecryptInit () failed: $#x\n", ret);
goto end;

ret = FunctionList->SKF DecryptUpdate (hkey, enc data, enc len, dec data, &dec len);
if (ret) {

printf ("SKF_EncryptInit () failed: %#x\n", ret);

goto end;

ret = FunctionList->SKF DecryptFinal (hkey, dec data + dec len, &dec final len);
if (ret) {

printf ("SKF_EncryptInit() failed: $#x\n", ret);

goto end;
}

dec len += dec final len;

/**
* show encrypted data and decrypted data
*/
print data("decrypted data: ", dec data, dec len);

if (enc_len != dec len || memcmp (data, dec data, enc len)) {
printf ("enc and dec data is not same!\n");
ret = -1;

} else {

printf ("sym enc and dec succ!\n");

end:
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int

FunctionList->SKF CloseHandle (hkey);

return ret;

sm4 ecb gdb data test (HANDLE hdev)

int ret = 0;

unsigned char key[] = {0x77,0x7f,0x23,0xc6,0xfe, 0x7b,0x48,0x73, 0xdd, 0x59, 0x5c, 0xff, O0xf6,0x5f, 0x58, Oxec};
unsigned char data[] = {0x5f,0xe9,0x7c,Oxcd, 0x58, 0xfe, 0xd7, Oxab, 0x41, 0xf7,0xle, Oxfb, Oxfd, Oxe7, Oxel, 0x46};
unsigned char gdb datal[] =

{0x56, 0xda, 0x23, 0xe2, 0x5f, 0xa7, O0xcd, 0x82, 0x5d, 0x51, O0xc2, 0x20, 0x£f5, 0x98, 0x09, 0x0b};

int

int

ret = sym gdb test (hdev, SGD SMS4 ECB, key, NULL, 0, data, sizeof(data), gdb data, sizeof(gdb data));

return ret;

get device info (HANDLE hdev)

int ret = 0;
DEVINFO info;

memset (&info, 0, sizeof (info));
ret = FunctionList->SKF GetDevInfo (hdev, &info);
if (ret) {

printf ("SKF_GetDevInfo() failed: $#x\n", ret);

return ret;

printf ("Manufacturer: %s\n", info.Manufacturer);
"Issuer: %s\n", info.Issuer);

"Label: %s\n", info.Label);

printf ("SerialNumber: $s\n", info.SerialNumber) ;

(
printf (
printf (
(

return ret;

main (int agrc, char *agrv([])

int ret = 0;

char devices[128] = {0};

u32 devices size = sizeof (devices);
HANDLE hdev;

ret = load library();

if (ret) {
printf ("load library() failed: %#x\n", ret);
return ret;

ret = FunctionList->SKF EnumDev (l, devices, &devices size);
if (ret) {

printf ("SKF_EnumDev () failed: S$#x\n", ret);

goto end;

ret = FunctionList->SKF ConnectDev (devices, &hdev);
if (ret) {
printf ("SKF ConnectDev () failed: $#x\n", ret);
goto end;
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ret = get device info (hdev);

if (ret) {
printf ("get device info failed: %#x\n", ret);
goto end;

ret = sm4_ecb gdb data test (hdev);
if (ret) {
printf ("sym test() failed: %$#x\n", ret);

end:

if (hdev) ret = FunctionList->SKF DisConnectDev (hdev) ;

#ifdef WIN32
system ("pause") ;
#endif

return O;
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