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FHF R Bl S0 SOMBE& 12 20K
AHFEIEH] TR 1C R AR e S A P1RE™ b OWT R A RS
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GB/T AAAAA  AFAZEAS LA VO B AR R SM2 kAl FH Fila
3 AREBEMEX

PLUR ARERE SCE T A RS
3.1

R.F application

ALFERA . WA NUEE A ST 0 —Fh ity , B ar (RRLFR & 2
3.2

A% container

R AR S, & MHTAABAES IR AN A& 15 A 8 a6 5t o
3.3

# £ device

BHe 1C R R Re B R IR i FR
3.4

W& IIE device authentication

BHe 1C Rl 8 S 007 R Y FH R 2 AR
3.5

WA IINIERE4E] device authentication key

T & &R
3.6

H&IRSE label

B 44, v LA P AT e A7 T g R

R KL message authentication code (MAC)
MEPSR 23| K = SR L A

B B PIN Administrator PIN
LGN, HASCIT R
3.9
Fi /2 PIN User PIN
RPN N0, kg ASCIT 45 H
3.10
6k ICF smart card
T CPU M IC f~, XMLIRHETE A DIREN IC <.



3.11

F e E B4R smart token

AETE A T BEAN 22 APl 10 im0 7= i, — R USB #2111
3.12

SM1 &y SM1 algorithm

— i KR B o AL N, AR 128 LR, MK RE R 12810 .
3.13

SM2 By SM2 algorithm

— P K AR AR AL A, K 256 Lb Y
3.14

SM3 &y SM3 algorithm

ol K e FH A A i g S, R R 256 LU
3.15

SMS4 #H: SMS4 algorithm

— i SR B o AN N, AR 128 LR, K RE R 12810 .
3.16

SSF33 &k SSF33 algorithm

— i SR B o AN N, AR 128 LR, MK RE 12810 .

4 HEREIE

AN 4 e S T A
APT N HYmFEEEID (Application Programming Interface)
PKI NAFEREE (Public Key Infrastructure)

PKCS#1 AN AT I FRAE RPN A RS LHE 73, 38 CRSAZ FF 3 AR S I 2 44 AL
(the Public-Key Cryptography Standard Part 1)

PKCS#5 NS AE PR AE R PTG P IR 255 7, Sl —Fh AR N IR A SR 1) 2 4 %
AN Z 55 1 )77 (the Public—Key Cryptography Standard Part 5)

PIN MNG RS (Personal Identification Number)

MAC AL (Message Authentication Code)

ECC WhIR] 2k #1048k (Elliptic Curve Cryptography)
5 SRR

5.1 BRX%&
FEE 1C R S5 BE % 0 B e 2 i 3 ) 2 U T4 66 1C R R e s AL AR L AR e 5 % & 2 1],
wmE 1 s
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K3 N Z A

AP IUONE B B PIR S E P. b ns sy T Ry, 4%
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6 BHIERBEN

6.1 EEHRIR
6. 1. 1 HAFEMBE LRI
O3 2 5 S bR VR AL S R B R S R i s R
Or U ERG FERR R I i R g . WAL B iz, 25 0 ALBIEE 7 (73547 2o /3 4 s i 4 vk 1A%
B, 5 8 AL RS 31 A7 KR oy AL EERAY, A AU B IR RN R 1 PR .
x 1 SUEMELRR

e PR ik

SGD SM1 ECB 0x00000101 SM1 %9 ECB i bzt
SGD_SM1_CBC 0x00000102 SM1 %3 CBC s izt
SGD SM1 _CFB 0x00000104 SM1 %53 CFB i izt
SGD_SM1_OFB 0x00000108 SM1 %53 OFB i =t
SGD_SM1_MAC 0x00000110 SM1 553 MAC 3544

SGD SSF33 ECB 0x00000201 SSF33 #43% ECB a5 i,




SGD SSF33 CBC 0x00000202 SSF33 #43: CBC a5 i,
SGD SSF33 CFB 0x00000204 SSF33 #43: CFB a5 i,
SGD SSF33 OFB 0x00000208 SSF33 #43: OFB a5 i
SGD_SSF33 MAC 0x00000210 SSF33 $.3%: MAC 854

SGD_SMS4 ECB 0x00000401 SMS4 #7: ECB a5 i,
SGD_SMS4_CBC 0x00000402 SMS4 #3: CBC a5 i,
SGD_SMS4 CFB 0x00000404 SMS4 #37: CFB a5 i,
SGD SMS4 OFB 0x00000408 SMS4 #43: OFB a5 i,
SGD_SMS4 MAC 0x00000410 SMS4 5% MAC 35 45

6. 1. 2 JEXFREBEEIRIR

RS FR B R ST IEAR VA ST B BV, A AR R VAT H P 2 R s R, vl
X R AL LR R AT 5 B A s FOEAR R AT IEAT “8” 1285, 40 “RSA with SHAL” W 7R
3 SGD RSA | SGD SHAL, HP 0x00010002, “|” F7x “8%” B4,

X FR B A SFERR AR I i b R0 . A B, 285 0 ALFIZE 7 6724 0, 55 8 A7 2% 15 frf%
P TR AR XS FRBE R SRR R S0, G SR I I (W AR PR SR A AH B () S U0k 0, 545 16 47
B 31 AT RN AR RR B R R, AERIRR B R L bR R WSR2 s .

x 2 AENREEEEAR AR

PR3 PRIRRF iR

SGD RSA 0x00010000 RSA $132

SGD SM2 1 0x00020100 W [ i 2 25 44 Bk
SGD_SM2_2 0x00020200 R I o 28 5% B AZ 4 b
SGD SM2 3 0x00020400 RO 1] o 2 o 9

6. 1. 3 BRI EF LRI
B3 FEAR VAR 0] AAE AT 2 B 2 B S Bl T A5 MAC I, AR m] DS AR BR  A Ri b
WRFEAT “80” BB G, RRB A IE B RN Bl AT %08 s kia 5 (W B,
BN A FVEAR U G A N A . AT B 67, 56 O Rr 3058 7 7 RoR S 2B 50k, 5 8 4
% 31 728 0, 2B FIEFRRWE 3 Prox.
* 3 EMIMEREIERR

PR3 PRIRRF iR

SGD SM3 0x00000001 SM3 % hHh i 535

SGD SHA1 0x00000002 SHAL RS B Sk

SGD SHA256 0x00000004 SHA256 250 7422 51

6.2 EAHFEARA
AHRTE P I B Y A S AR RT (Big-Endian) 77 SNARMEAIAS . JEACHR S s Sl
x4 Fios:
x4 FEARHHEER

RRIZK iR & X
INT8 HRFS 8 A%
INT16 HRFS 16 {385
INT32 BT 32 5
UINT8 TEfF5 8 (4%
UINT16 TEFF5 16 {35
UINT32 TS 32 Arissy




BOOL A RFEA, HUE K TRUE B4
FALSE
BYTE TR, 5T 8 4% | typedef UINT8 BYTE
CHAR FRERM, 55 8 (4% | typedef UINT8 CHAR
SHORT TR, AR5 16 £ typedef INT16 SHORT
USHORT T 16 A3y typedef UINT16 USHORT
LONG KBS, A5 32 43 | typedef INT32 LONG
ULONG KBS, 5 32 (745 | typedef UINT32 ULONG
UINT T 32 ik typedef UINT32 UINT
WORD FRM, TS 16 1%L | typedef UINT16 WORD
DWORD RFRI, TofFs 32 (484 | typedef UINT32 DWORD
FLAGS PR8I, ToAF ' 32 (7485 | typedef UINT32 FLAGS
LPSTR 8 fr FAE R EE, $%M UTFS | typedef CHAR * LPSTR
& A7l S AT e
HANDLE FIRE, R R EIENSR | typedef void * HANDLE
i btk
DEVHANDLE & typedef HANDLE DEVHANDLE
HAPPLICATION I FH A4 typedef HANDLE HAPPLICATION
HCONTAINER AR typedef HANDLE HCONTAINER

6.3 EEENX
Hell AR U ST AR R R 3 0 R R .
Hell i AR UL LWk 5 R
#5  HEEX

R BUH iR
TRUE 0x00000001 A IRAEA H
FALSE 0x00000000 A KA AR
DEVAPT ~ stdcall _ stdeall RZCHH J5 20
ADMIN TYPE 0 B DY PIN 250
USER TYPE 1 FH /1 PIN 287
6.4 EEHIEART
6.4. 1A

(1) KAE X
typedef struct Struct Versionf{

BYTE major;
BYTE minor;
} VERSION;
(2) B IR 2 WK 6:
x 6 WA ENX
& R BX &
ma jor BYTE FRAS FRRASZ FIRIRASS LA “.” 4rB&, 40 Version 1.0,
minor BYTE A5 FRAS N 1, KA A 0; Version 2. 10, ERRAS
N2, IRIEAS N 10,

6.4. 2 EFER
(1) KAE X
typedef struct Struct DEVINFO{



VERSION Version;

CHAR Manufacturer[64];
CHAR Issuer([64];

CHAR Label[32];

CHAR SerialNumber[32];

VERSION HWVersion;
VERSION FirmwareVersion;

ULONG AlgSymCap;
ULONG AlgAsymCap;
ULONG AlgHashCap;
ULONG DevAuthAlgld;
ULONG TotalSpace;
ULONG FreeSpace;
BYTE Reserved[64];

} DEVINFO, *PDEVINFO
(2) B IiRIA S WK 7:
*£ 7T WA BT

B oyl =X #/E
Version VERSION | A AT A S, ARG I RA S
1.0
Manufacturer CHAR %l | wes%) Hifs B PL\O” M &h AFIY) ASCIT 745 i
Issuer CHAR 4l | RAT) wifE B DL \O” H 4 oA ASCIT 74755 Hr
Label CHAR $(4l | W hrs PLNO” A4 oA IR ASCIT 745 e
SerialNumber CHAR ¥t | Feol s BLNO” A& SRATI ASCIL 745 H3
HWVersion VERSION | ¥ fili {1 il A
FirmwareVersion | VERSION | ¥ & A5 [F i A
AlgSymCap ULONG I3 S R R
AlgAsymCap ULONG A B i S bR R
AlgHashCap ULONG G CP A= RPN ANl
DevAuthAlgId ULONG WA WAEAT FH (1) 73 41
AR
TotalSpace ULONG B 25 ) RN
FreeSpace ULONG DN B DNAN
Reserved BYTE TRET R’

6. 4. 3RSA A AKIEL
(1) RAE X
typedef struct Struct RSAPUBLICKEYBLOB {
ULONG ~ AlgID;
ULONG  BitLen;
BYTE  Modulus[MAX RSA MODULUS LEN]:
BYTE  PublicExponent[MAX RSA EXPONENT LEN]:
} RSAPUBLICKEYBLOB, *PRSAPUBLICKEYBLOB:
MAX RSA MODULUS LEN A Sy i B i) e KK
MAX RSA EXPONENT LEN 453 Fa 5 i KK .
(2) Bk 2 WK 8:



* 8 RSA ANHHEHE 45

e R =94 A/
AlgID ULONG RPN AN RS
BitLen ULONG BRI SERR AL KL | U2 8 I AR
Modulus BYTE #4H. B#in=p=*q SEFRK N Bitlen/8 T
ftdefine MAX RSA MODULUS LEN 256
ftdefine MAX RSA EXPONENT LEN 4
PublicExponent | BYTE %t4i NHEH e —J 4 00010001

6. 4. ARSA FAtAEUIR L

(1) FiE X

typedef struct Struct RSAPRIVATEKEYBLOB {

ULONG
ULONG
BYTE
BYTE
BYTE
BYTE
BYTE
BYTE
BYTE
BYTE

AlgID;

BitLen;

Modulus[MAX RSA MODULUS LEN]:
PublicExponent [MAX RSA EXPONENT LEN];
PrivateExponent [MAX RSA MODULUS LEN];
Primel[MAX RSA MODULUS LEN/2]:
Prime2[MAX RSA MODULUS LEN/2]:
PrimelExponent [MAX RSA MODULUS LEN/2];
Prime2Exponent [MAX RSA MODULUS LEN/2];
Coefficient [MAX RSA MODULUS LEN/2]:

} RSAPRIVATEKEYBLOB, *PRSAPRIVATEKEYBLOB:
MAX_RSA MODULUS LEN & RSA S35 i) e KK R
(2) HHsIiRiiAZ WL 9:

29 RSA FAEHEIE 4544

B oy =X A/YE

AlgID ULONG HiEbRR S

BitLen ULONG B SEbRA K | 20 8 A4k

Modulus BYTE %41 B¥in=p=*q SEFRK N Bitlen/8 T
PublicExponent | BYTE %41 NFFEH e —h 00010001
PrivateExponent | BYTE %41 RAEH SEPRK B BitLen/8
Primel BYTE #%4H ES @ PR Kl BitLen/16 75
Prime2 BYTE #4H #28q PR Kl BitLen/16 75
PrimelExponent | BYTE {41 d mod (p—1)IIMH | SEBrKJ¥ K Bitlen/16
Prime2Exponent | BYTE %t 4H d mod (q -1) I{H | SEBr K N Bitlen/16 5
Coefficient BYTE %41 q B p MAVEWTT | LB KRN Bitlen/16 75

6. 4. 5ECC MARIELE

(1) KME X

typedef struct Struct ECCPUBLICKEYBLOB {

ULONG
BYTE
BYTE

BitLen;
XCoordinate[ECC_MAX XCOORDINATE BITS LEN/8];
YCoordinate [ECC_MAX YCOORDINATE BITS LEN/8];

} ECCPUBLICKEYBLOB, *PECCPUBLICKEYBLOB:
ECC MAX_ XCOORDINATE LEN >4 ECC £5v2: X AR A Ity dpe KA L
ECC MAX_YCOORDINATE LEN JJy ECC 5.3 Y AR bRt e KK S




(2) Hluiaiid 2 W4 10:

2 10 ECC AHEIRE 451

I B3 BX &
BitLen ULONG FEELI SE B | 20 8 IR AL
PR
XCoordinate | BYTE #¢4H | &k b s | AR 4%
X Ak bR #tdefine ECC MAX XCOORDINATE BITS LEN 512
YCoordinate | BYTE #44H | M4k b s (¥ | A BRI E 4%
Y Ak kg #define ECC MAX YCOORDINATE BITS LEN 512

6. 4. 6 ECC FAtAEIR L

(1) FME X

typedef struct Struct ECCPRIVATEKEYBLOB {

ULONG
BYTE

BitLen;

PrivateKey[ECC MAX MODULUS BITS LEN/8];
} ECCPRIVATEKEYBLOB, *PECCPRIVATEKEYBLOB;
ECC MAX MODULUS BITS LEN 3k ECC 43 v 1 e NK
(2) HARIUFIR 2 W% 1.

% 11 ECC RAEHE i 45 1

B oyl BX - 223
BitLen ULONG PEER S PR ALK | 0202 8 ik
PrivateKey | BYTE %4 FAH 2 EH £ PRI i
#define ECC MAX MODULUS BITS LEN 512

6. 4. TECC B XX HIBLE

(D

FME X

typedef struct Struct ECCCIPHERBLOB {
BYTE XCoordinate[ECC MAX XCOORDINATE BITS LEN/8];
BYTE YCoordinate[ECC MAX XCOORDINATE BITS LEN/8];
BYTE HASH[32];

ULONG

CipherLen;

BYTE Cipher[1];
} ECCCIPHERBLOB, *PECCCIPHERBLOB;
(2) HRIiHRZ WK 12:

% 12 ECC % HE 454

AR B~y =94 B

XCoordinate BYTE 44l | 5 v Ll thek B ns (x, y)

YCoordinate BYTE 44l | 5 x 4l phek B ns (x, y)

HASH BYTE %440 | WA SC ()53 1H

CipherLen ULONG BRI K E

Cipher BYTE %44l | % SCHh 5o KOEOA
CipherLen

6. 4. 8ECC ZEEZ ML
(1) KME X

typedef struct Struct ECCSIGNATUREBLOB {
BYTE r[ECC MAX XCOORDINATE BITS LEN/S8];




BYTE s[ECC MAX XCOORDINATE BITS LEN/8];
} ECCSIGNATUREBLOB, *PECCSIGNATUREBLOB;
ECC_MAX_MODULUS_BITS_LEN >}y ECC SEA 5 I e KK
(2) Hf iR 2 WK 13:

% 13 ECC 254 Bl 45K

IR

KA

BX 1

r

BYTE #(4H | 24445810 r 5

S

BYTE ¥4l | 445 01 s 5

6. 4. 9 MAFRBSH
(1) RA5E X

typedef struct Struct BLOCKCIPHERPARAM {
BYTE IVIMAX IV LENT;
ULONG  IVLen;

ULONG  PaddingType;

ULONG  FeedBitLen;
} BLOCKCTPHERPARAM, *PBLOCKCIPHERPARAM;
(2) H¥nmifiid 2 Wk 14:

® 14 DUENSH

HHE TR oyl =X - 223
v BYTE ¥4 | #1417 &, MAX IV LEN 4 #)4h 4k ) & i)
K
#define MAX IV LEN 32
IVLen ULONG WG ) S B G5

PaddingType | ULONG

B i, 0 Ko AHTE, 1 Ron i

PKCS#5 Ui TIE 7S

FeedBitLen ULONG

BRI K R A5

SRR OFB. CFB i3

6.4.10 ECC InEZHMRIPEH

(1) KME X

typedef struct SKF ENVELOPEDKEYBLOB {
ULONG Version;
ULONG ulSymmAlglID;

ULONG ulBits;

ECCCIPHERBLOB ECCCipherBlob;

/] HRTRRA N 1

/) RREFARIR, PR ECB 5K
[/ DB E N R AT K
BYTE cbEncryptedPriKey[64]: /[ B AR S RN )5 S
ECCPUBLICKEYBLOB PubKey; /] NE R R A H

} ENVELOPEDKEYBLOB, *PENVELOPEDKEYBLOB
(2) FH A2 LK 15:

® 15 UENSE

/7 PR 2 BN X o B 2 S

FHE I B3 BX #E

Version ULONG WASS, ARRA N 1

ulSymmAlgID ULONG POR 7RG TN WhZB K ECB AR
ulBits ULONG TN BN B H A K

10




cbEncryptedPri | BYTE 41 X PR B N TR T % T
vKey H, s R H R SN
ECCPRIVATEKEYBLOB 45 #4J
F11] PrivateKey,

AT B 8 D B 3
(ulBits + 7) /8

PubKey ECCPUBLICKEYBLOB | Jnss a8 4H % (A 4H
ECCCipherBlob | ECCCIPHERBLOB FHAR 238 o 3L 1) 6
B L

6.4.11 XHREMY
(1) RI5E X
typedef struct Struct FILEATTRIBUTE {

CHAR FileName[32];
ULONG  FileSize;
ULONG  ReadRights;
ULONG  WriteRights;
} FILEATTRIBUTE, *PFILEATTRIBUTE;

(2) HlIiaiit 2 WK 16:

* 16 XfHEM
B oy =X #/E
FileName CHAR ¢4l | SCfH4 PL N0’ S5OR T8 ASCIT 45, kK
5ok 32
FileSize ULONG AR B S IR 5 SRR ST R
ReadRights ULONG TRHURR B SCA 7 BRI A R
WriteRights ULONG PN NI EE AR

6.4.12 1NPRAR
BRI 32 LS WA 17:

*£ 17T BLPRZEAY

PR R (i1 BB
SECURE NEVER ACCOUNT 0x00000000 | A foiF
SECURE ADM_ACCOUNT 0x00000001 | 45 78 H1AY R
SECURE USER ACCOUNT 0x00000010 | F FH A B
SECURE_ANYONE ACCOUNT | 0x000000FF | &4 A

6.4.13 WERE
AR € XS WL 18:

® 18 wRRE

BEARE & LB
DEV ABSENT STATE 0x00000000 | &% ANATAE
DEV PRESENT STATE 0x00000001 | BEA&AF-AE
DEV_UNKNOW STATE 0x00000002 | & &R A A4
7T BEORY
7.1 REFEHE
7. 1. 1 #6AR

11




WA B B0 e A i S A BE . MO2R e s . B A WITTFER:, SREUR S IRE. &
BRI SRR Ble ks RSB & i LM S HAE . WA S H RV R EIn R
19 FioR:

£ 19 WEEHRYEE

BRI B A4 R Ditie

SKF WaitForDevEvent EXEAVE S E R
SKF_CancelWaitForDevEvent HUH S5 e o i i
SKF EnumDev e

SKF ConnectDev E RS

SKF DisconnectDev T 3% 4z

SKF GetDevState IRPR R A
SKF_SetLabel BB B RS
SKF_GetDevInfo AR5 B
SKF_LockDev BUE B

SKF UnlockDev B e 7%
SKF_Transmit B A AR

7.1 2SS EEIREH
¥ s ULONG DEVAPI SKF WaitForDevEvent (LPSTR szDevName, ULONG spulDevNamelLen,

ULONG *pulEvent)
Difeiink %R B A I AN B KBRS . szDevName R M) A A ) Be 4 24 R
S8 szDevName [OUT] KA A1 % £ 4 FK o
pulDevNameLen [IN/OUT] fN/HiH S, AN SRR XA, i i
FORBALPRINA BASE, KRS AR/ R4 1A .

pulEvent [OUT] {2, 1 RortdiN, 2 Rkt
AL SAR OK: I o
HiAth: FE AN

7. L 3BGEE SR HENEYS
FREURA  ULONG DEVAPI SKF CancelWaitForDevEvent ()
Difefid R EIOH A A A B R .

0
IR [AIE SAR OK: .
HiAth: R
E SEs AR HEFE IEZESRAT K SKF WaitForDevEvent pRZT B[R],

7.1 4§05 &
A ULONG DEVAPI SKF EnumDev (BOOL bPresent, LPSTR szNameList, ULONG *pulSize)

Difeiig  PAEZHETRGE P MR SIL,

ZH bPresent [IN] A TRUE R/x BUCY TR A RS A AR & 5113 . A FALSE
FoRBCYHT IR S S R £ AR
szNameList [OUT] & & AFRYIZR . WHRZSECN NULL, 4 pulSize IR[AIPT

W LN AR AR AN o BN AT A FRELIRAS \O” 453, DAXL
N0” RoRHIR 45
pulSize [IN, OUT] $i AW FRom & BRI RN Z P IXACHE, it i &R
szNameList I 5 FH I 23 0] KN o
A IR N SAR_OK: JEI] o
HoAth: FRM
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7.1.5 EEIRE
HE s/ ULONG DEVAPI SKF ConnectDev (LPSTR szName, DEVHANDLE s*phDev)
DifeiiR W v BRI, IR PR RN
S szName [IN] &4 HK.
phDev [OUT] R [Ali5 24 dER)n .
A IR N SAR_OK: JEI] o
oAt PR
7. 1. 6 BT FFEEHE
PR R A ULONG DEVAPI SKF DisConnectDev (DEVHANDLE hDev)
Difeiid Wit — D CEERE MRS, TP,

24 hDev  [IN] JEHEBE IR B B4 AR .

IR Al SAR OK: DT
HoAth: izt o

HiE W RAZ B A O BE, BB AR BZ A . T B A AN S i 45 1R B PR
N

7. 1. TR ERE
PRI R Y ULONG DEVAPI SKF GetDevState (LPSTR szDevName, ULONG *pulDevState)
DRl SRR S AR
ZH szDevName [IN] &4
pulDevState [OUT] JR[F[¥AIRZS
IR [Al{E SAR OK: DAz
HoAth: HixRig .
7. 1. 8 I B IREIRE
P& ULONG DEVAPI SKF SetLabel (DEVHANDLE hDev, LPSTR szLabel)
ifedid  WE W,
ZH hDev [INT B2 15 % IR [P (1 15 46 T A
szLabel — [IN] WARFRBEFAFTH . XA NNT 32 F.
IR [Al{E SAR OK: DAz
HoAth: HixRig .
7. 1L IR EER
PR%JEM ULONG DEVAPI SKF GetDevInfo (DEVHANDLE hDev, DEVINFO spDevInfo)
Difeiid  PFHORA ) —SREE R, SRS, | FHELR. SCRMEES.
ZH hDev [INT B2 15 % IR [P (1 18 46 AU A
pDevIinfo [OUT] R [FI% &5 B
IR [Al{E SAR OK: DAz
HoAth: HixRig .
7.1.10 $ERE
PRECEAY ULONG DEVAPI SKF LockDev (DEVHANDLE hDev, ULONG ulTimeOut)
DhRedhid RIS A R AL
ZH hDev CINT B 15 % IR [P (1 15 46 T A
ulTimeOut [INJ EEISIFIE], ALy 2ERb. WK OXFFFFFFRF Ron Jo AR .
IR [HE SAR_OK: B o
HoAth: iR
7.1.11 fREHR&E
PRECE AL ULONG DEVAPI SKF UnlockDev (DEVHANDLE hDev)
DhRehid RO 1 & A A A AL
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ZH
AR [FAF

7.1.12
PR A

AR [FAF

hDev  [IN] 43L& IR 0] (¥ B 46 R A o

SAR OK: %3
HiAth: FE AR
BEWSEN

ULONG DEVAPI  SKF Transmit(DEVHANDLE hDev, BYTE% pbCommand, ULONG
ulCommandLen, BYTE* pbData, ULONG* pulDatalen)
B HEERILG WS, JHREIGR,

hDev [IN] ¥ fUmi

pbCommand [IN] B

ulCommandLen [IN] fiy&K &,

pbData [OUT] IR [FI 45 SR HHh

pulDatalen [IN, OUT] #p A Zeos g5 R o2 v XGRS, fanth I s 45 SR £ s
SRR KB

SAR_OK: JEI] o

HoAth: FRA

7.2 FiadEE

7. 2. 1§4

DI 2 1 32 B8 B A A IE . PIN B/ BN 22 AR BEAR A . U7 )92 R AR 0 e B 3k 20 P

7N

* 1 Ui R e

BRI A4 TR ke
SKF ChangeDevAuthKey & 2 & AIE % 4H
SKF DevAuth WA IAIE
SKF ChangePIN &4 PIN
SKF GetPINInfo 3545 PIN i35 E
SKF VerifyPIN 5 PIN
SKF_UnblockPIN fif B PIN
SKF ClearSecueState T BRI AR
7. 2. 2 BRI EINIEE A
PR ULONG DEVAPT SKF ChangeDevAuthKey (DEVHANDLE hDev, BYTE #pbKeyValue, ULONG
ulKeyLen)
Difigfhid ORI .
ZH hDev [IN] JEHEI IR R 325 AR -
pbKeyValue [IN] Z8MH.
ulKeyLen [IN] ZHHKE.
IR [HME SAR OK: DT
At HiRi .
H/ BOREER . WA VER )G A R
7. 2. 3 FIAIE
Mi%5 % ULONG DEVAPI SKF DevAuth (DEVHANDLE hDev, BYTE s*pbAuthData, ULONG ullen)
Difieihid B AR B N AP I AUE . IR FEZ L 8. 2. 3,
ZH hDev [IN] JEHER IR [B] 1) 4 A0 .
pbAuthData [IN] iEE s .
ulLen (IN] DA UEEds A B
IR [HME SAR OK: DT
At HiRi .
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7.2. 4 &% PIN

PR R A ULONG DEVAPI SKF ChangePIN (HAPPLICATION hApplication, ULONG ulPINType,
LPSTR sz01dPin, LPSTR szNewPin, ULONG *pulRetryCount)

Dhkedid WA T LB S Administrator PIN 1 User PIN fR{f.
A5 PIN A R BUGAE R, 2% R s iR [P . PIN 65 ()9 R B, 4
RURECH 0 1, o PIN DA HBIE.

S hApplication  [IN] R AJHA.
ulPINType [IN] PINZ&%Y, wJ 2k ADMIN_TYPE Bk USER_TYPE.
sz01dPin [IN] J& PIN{H.
szNewPin [IN] #r PINA{H.

pulRetryCount [OUT] M4 )5 kS
A IR N SAR_OK: JEI] o
HoAth: izt o
7.2. 53K PINE 2
P4 % I ULONG DEVAPI SKF GetPINInfo (HAPPLICATION hApplication, ULONG ulPINType,

H ULONG *pulMaxRetryCount, ULONG *pulRemainRetryCount, BOOL *pbDefaultPin)
Uy fe #h SRECPIN A5 R, AFGERF RS Ui E ks, DU PIN A2 2
5% JERIA PIN 5,
S hApplication [IN] S HAJHA
ulPINType [IN] PIN &%,
pulMaxRetryCount [OUT] HNE KA.
pulRemainRetryCount  [OUT] 4wydlp ERE, 2400 0 B3R DBt
pbDefaultPin [OUT] &2A7 A ERIA PIN i,
&MME  SAR_OK: J&Is o
HoAth: izt o
7. 2. 6 844 PIN

PR R A ULONG DEVAPI SKF VerifyPIN (HAPPLICATION hApplication, ULONG ulPINType,
LPSTR szPIN, ULONG *pulRetryCount)

DifediiR 5 PIN o KIS, S3RAFAHNIBCRR, Wik PIN iR, 2k [n PIN i)
WRE, HERRECH 0 3R PIN 3 CL 485

ZH hApplication  [IN] ] AR
ulPINType [IN] PIN 27,
szPIN [IN] PIN{H.

pulRetryCount  [OUT] HiAH 5 ik ol F A 8.
A ISR SAR_OK: JT o
HiAth: Hizetd o
7.2. 7 #E$ PIN
BHCJEUR ULONG DEVAPT SKF UnblockPIN (HAPPLICATION hApplication, LPSTR szAdminPIN,
LPSTR szNewUserPIN, ULONG *pulRetryCount)
Difediik AR PIN BBSE S, T 1 FH 12 s BBOR AR BT 7 PIN £,
fiRBiE, FHP PIN A BB T B, H PIN 65 S Bt e 2 38 I
ZH hApplication  [IN] M AAJ#K.
szAdminPIN [IN] 4251 PIN i5.
szNewUserPIN  [IN] I PIN 75,
pulRetryCount  [OUT] % # 51 PIN A RIS, IR [F13E) 4% B IR EL
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AR SAR OK: .

iiﬁﬁt EEEE%
i ISUESEA FE U PIN A RERE MRS 7 PIN A, 9% A\ ¥ Administrator PIN AN IEfff

mE OB, SR, HiR[F] Administrator PIN (K ERIEL.

7.2. 8 B AR SRS
PRI R Y ULONG DEVAPI SKF ClearSecureState (HAPPLICATION hApplication)

Theefid RN 200 2 iR

ZH hApplication [IN] M FHAJHN.
A ISR SAR_OK: JEI] o
Hopts s B
7.3 NMFAEE
7. 3. 1 #tid

7S B B Y I B . MO MIER FT0F SCPSSERAt . A B AR 2 ek Bk 21 P

3

R 2 WHEBARY ML

PRI HL A4 R Ditie

SKF CreateApplication ElFEINAE
SKF _EnumApplication e SNAE
SKF DeleteApplication I o 1 FH
SKF OpenApplication FI I H
SKF CloseApplication RPN H

7.3. 201N A

PRE A ULONG DEVAPI SKF CreateApplication (DEVHANDLE hDev, LPSTR szAppName, LPSTR
szAdminPin, DWORD dwAdminPinRetryCount, LPSTR szUserPin, DWORD
dwUserPinRetryCount, DNORD dwCreateFileRights, HAPPLICATION *phApplication)

haeiid G — N

¥ hDev [INT 8 I 3R 0] 4 e % A
szAppName [IN] [ H A FK.
szAdminPin [IN] &3 & PIN,
dwAdminPinRetryCount [IN] & ¥ 5 PIN &% K E IR RS
szUserPin [IN] H)* PIN.

dwUserPinRetryCount  [IN] FH PIN & K EIRIKEL .

dwCreateFileRights — [IN] {EIZN ] N EIESCAFAMA RS IIRIR, S 6. 4. 9 BUR
M oy B TR AR AR

phApplication [OUT] J3% HH ()4
iR B SAR_OK: JT o
;iﬁﬁ (TN
H/iE BURR 2K T BB AR
7.3. 3#EE NI
HC5% ULONG DEVAPT SKF_EnumApplication (DEVHANDLE hDev, LPSTR szAppName, ULONG
*pulSize)
Difeihid  MOSWE P ITA N H
¥ hDev [INT 8 I 3R 0] 4 e % A
szAppName [OUT] R[N AFRFNK, MRS HCAAE, Kl pulSize iR

E%%E%Wﬁéwﬁ¢o#Af%%%%u$¢‘W’%%,
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AR [HIAE

PAXL \O” RonBIR I E A

pulSize [IN, OUT] %y AR W FH A4 AR I 2 ph XA, i HA 1) iz [
szAppName JIt (& FH R 25 (8] K/ o

SAR OK: B

At Hizhd.

7. 3. A HBREL A

PR A i Y
Lhae g
ZH

AR [HIAE

L

ULONG DEVAPI SKF DeleteApplication (DEVHANDLE hDev, LPSTR szAppName)
MR TR B A -

hDev [INT R B I3 0] PR e 4 A
szAppName LIN] M4

SAR_OK: JT o

oAt s Hizhd.

BURRER: 5 Z i AL

7.3. 5 ¥TFF R F

PR AU

etk
¥

iR HIAE

ULONG DEVAPI  SKF OpenApplication(DEVHANDLE hDev, LPSTR szAppName,
HAPPLICATION #*phApplication)

FIITHRE I

hDev [INT e 2 I 3R [0 R v 26 ) A
szAppName [IN] [ HAFK.

phApplication [OUT] J H ()4

SAR_OK: JT o

HiAth: Hizefd o

7.3.6 <HIMH

B¥CJER ULONG DEVAPT SKF CloseApplication (HAPPLICATION hApplication)
Dtk SCPH R FH R O FH AR
ZH hApplication CINT S FH A4
IR B SAR OK: .
oAt s Hizhd.
H/iE I BR AN i B FH 22 R
7.4 XHERE
7. 4. 1§62

SCARAE B R BN LA AL T P T A M 5 2, AR B SCE . IBRSCAE . M Sepk s BRI
R SR AR . SUMFE BRI R AR 22 PR

R 3 SFEBARY ML

PRI A TR I
SKF CreateFile B S
SKF DeleteFile TR SCAF
SKF EnumFiles s S
SKF GetFilelInfo SRPOSCAHE B
SKF ReadFile BEICAF
SKF WriteFile B
7.4. 2 P4
HE 5% ULONG DEVAPI SKF CreateFile (HAPPLICATION hApplication, LPSTR szFileName,

LhRgdiig

ULONG ulFileSize, ULONG ulReadRights, ULONG ulWriteRights)
B SO B SRR, KA, LRI S AR
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S hApplication [IN] YA

szFileName [IN] SRR, KEATFRT 32 N,
ulFileSize [IN] SR/
ulReadRights [IN] TR, 200 6. 4.9 BUBRISHL, v 4 & FhACRR 1) 2k
1.
ulWriteRights [IN] SXHERBR, S0 6. 4.9 BRI, v 4 & FhACRR 1) 2k
1.
AL SAR OK: DAZI
HiAth: R TN
HE B g SRR BN FH FR s 1A 8 SRR
7. 4. 3 BRI

5% ULONG DEVAPI SKF DeleteFile (HAPPLICATION hApplication, LPSTR szFileName)
Diediik  MIERTE € SO
SCHEER S, ST BN T (R B 2 k.
SCATAE B T 1 oy FH R 25 TR A5ORE T o
S hApplication  [IN] MR SCAR I AL N FH AJ4H -
szFileName [IN] SR ST A4 FK
A IR N SAR_OK: JEI] o

HoAt: B RS o
it BORREER : Wl — AN SCPE R B AT X2 SO IR BB RR -
7.4 480%H

PR S Y ULONG DEVAPI SKF EnumFiles (HAPPLICATION hApplication, LPSTR szFilelist,
ULONG *pulSize)
DIRERGIR MBS — AN AR T S

S hApplication [IN] N H AR
szFileList [OUT] R [EISCAFAFRANER, RS, H pulSize R BISCAHE B
Prits BRI/ o BEAN ST AR LA \O™ 455, BAXL “\0’
RIRVIRIEE R
pulSize [IN, OUT] % A 2o Eidfs G2 ph X (RN, i 1IN 7= SE s SCAF 44
FRANR L
AL SAR_OK: B o
HoAth: (RS TR

7. 4. 5 KR 1E
PR R A ULONG DEVAPI SKF GetFileInfo (HAPPLICATION hApplication, LPSTR szFileName,
FILEATTRIBUTE #*pFilelInfo)
Difediik  SREBOCHHE B
RIS ] S Ja A5 B, B an ST R/ e B A%
S hApplication [IN] SCAHFPTAE R H (P AJAR o
szFileName [IN] SCHE4HR
pFileInfo [OUT] SCAHEIR, $if ) ST o It 4 (R 44T
R[4 SAR_OK: JEI] o
oty : B
7.4. 615X H
PR R ULONG DEVAPI SKF ReadFile (HAPPLICATION hApplication, LPSTR szFileName,
ULONG ulOffset, ULONG ulSize, BYTE * pbOutData, ULONG *pulOutLen)
Difediik  BHOCHE A .
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ZH hApplication [IN] R EJHK.
szFileName [IN] 344
ulOffset [IN] ST U S A7
ulSize [IN] B EE
pbOutData [OUT] R [FIEHE 22 v IX .
pulOutLen [IN, OUTJH A IR g H IR 2 i DX K7D s it I S SIE o i3 B (]

(RZHE RN
IR [HE SAR OK: J ) o
HoAth: (R
H/iE BUBREER 0L £ KHZ S 3R -

7.4 TEXH

BR £ i 24 ULONG DEVAPI SKF WriteFile (HAPPLICATION hApplication, LPSTR szFileName,
ULONG ulOffset, BYTE #*pbData, ULONG ulSize)

Digediigd  HEAEBISCE

S hApplication [IN] R EJHK.
szFileName [IN] 44
ulOffset [IN] B A A% &
pbData [IN] B sgz X,
ulSize [IN] HAEAE KA.

iR A SAR_OK: JEI o
HoAth: B

H/iE PR ZEK : 2 A2 S SRR

7.5 RB/EE

7.5. 1#ER

AFESL AN A B T3 2 S BN RI N T A B, AR, MR Mexs. FT0FPSC &
ar U ERAE . A E BLAR SR AR 23 PIoR:
K4 RREBARI R

BRI B 44 R e

SKF CreateContainer e
SKF DeleteContainer Bk 754
SKF_EnumContainer M2

SKF OpenContainer FITF 4%

SKF CloseContainer KR

SKF GetContainerType RIF AL
SKF ImportCertificate SFANEFUE T
SKF ExportCertificate S HECIE

7.5. 2812 AR

R AY ULONG DEVAPI  SKF CreateContainer  (HAPPLICATION hApplication, LPSTR
szContainerName, HCONTAINER *phContainer)
iRl AENH T @A R E AR A AR I IR [ AR A
S8 hApplication LIN] A
szContainerName [IN] ASCIT “F4F 8, KIRNFTHE AR ATK, BB KK
FEARERE L 64 5.

phContainer [OUTT 38R ] 4 37 2 445 2 4 R A o
IR B SAR OK: .
oAl iR
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SR

BUREESR g 2 B

7.5. 3R A2

A ULONG  DEVAPI  SKF DeleteContainer (HAPPLICATION  hApplication, LPSTR
szContainerName)
DifeiiaR 6N T NBR 5 2 44K 1) 28 4 R TIUR 2 AH DS I Bt
ZH hApplication [IN] R FH A
szContainerName [IN] $i& MR 2545 (1 24 FK o
A IR N SAR_OK: JEI] o
oAt PR
/U BRI
7.5. 4T B2
PR R A ULONG DEVAPI SKF OpenContainer (HAPPLICATION hApplication, LPSTR
szContainerName, HCONTAINER *phContainer)
Difediid SRR
S hApplication [IN] AR
szContainerName [IN] AR A FR.
phContainer [OUT] R [FIFfrFT T 2228 I A4 o
A IR N SAR_OK: JEI] o
oAt FRA o
7.5.5 X & 2E
HEURA ULONG DEVAPI SKF CloseContainer (HCONTAINER hContainer)
DifeiiR  RHIA AW, JFRETBCARS A S BE A .
S hContainer [IN] REBHIW
A IR N SAR_OK: JEI] o
oAt PR
7.5. 6 ¥ 56528
HERA ULONG DEVAPI SKF EnumContainer (HAPPLICATION hApplication, LPSTR
szContainerName, ULONG *pulSize)
Difediik  MOSNHIT T B a8 JFIR P52 44 PR 81 3R o
S hApplication [IN] AR
szContainerName [OUT] 7 R8s RGP IX, tn & 2404 NULL B, pulSize
PR [ s P o B ph X IR, W iR B S A NULL I
RPIF SR AR, FEADBAALEA N\0T WEW, BIRLIXL
N0’ &
pulSize [IN, OUT] %y A3~ szContainerName Z% X [, %y HH st
TR BRI R L
AR [FAF SAR OK: J&Is o
At HiRAD o
7.5. THRIGH /AR
PR R ULONG DEVAPI SKF GetContianerType (HCONTAINER hContainer, ULONG
spulContainerType)
DifediiR SRR
S hContainer [IN] A
pulContainerType [OUT] FRAGFIYAEARKAL . FREFR M IMER 0 KomRE . M
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i ]

7.5.
e

L
ZH

i [

7.5.
PR AL

¥

A [

7.6
7. 6.

1 SAR_OK: 18
Hofh.: R .
8 RAHFIER

Ji 7Y ULONG DEVAPI SKF ImportCertificate (HCONTAINER hContainer, BOOL bSignFlag,
BYTE* pbCert, ULONG ulCertLen)

g AN AR

hContainer
bSignFlag
pbCert
ulCertLen
fH SAR_OK: BRYI
oAt B .
9 BHEFIEH

[IN] 7.

[IN] TRUE /R4 U, FALSE R INa&UED .
[IN] R 1A RS A G X

[IN] iEPBKEE.

J T ULONG DEVAPI SKF ExportCertificate (HCONTAINER hContainer, BOOL bSignFlag,
BYTE* pbCert, ULONG *pulCertLen)

ik AWAREHEA SRR

hContainer
bSignFlag
pbCert

pulCertLen

{1 SAR_OK: B
ot HEARG .

TR %

1 A

[IN] 2538 FUHA

[IN] TRUE /-2 4 FE15, FALSE RN iE+ .

[OUT] #& Wy UE15 N ARG IX, Wt 240 NULL B,
pulCertLen 7~ IR [MI s Fr g ZEg2 i X GBS, an Stk
SN Jg NULL B, 3R R0 1 P 25

[IN/OUT] % NI 7R pbCert ZEph X K S, v i I R
HEP MK

AR ST R AR AR RIS S AP RS s ERIs ., P L R R
HAFDIRE. WEIRSS R YR AR 24 PIoR:

* 5 IR R R

BRI KL A4 TR Ditie

SKF_GenRandom A BBt AL AL

SKF GenExtRSAKey A= A RSA S5 4%
SKF GenRSAKeyPair A2 RSA 25 44 S5 )
SKF ImportRSAKeyPair S\ RSA i 2 5%y
SKF RSASignData RSA 2544

SKF RSAVerify RSA 8%

SKF RSAExportSessionKey RSA E it 5 & 1% 8
SKF ExtRSAPubKeyOperation RSA 4k AN HIZH

SKF ExtRSAPriKeyOperation RSA 4K HIE .

SKF GenECCKeyPair A2 ECC 2544 55 g %)
SKF ImportECCKeyPair S\ ECC i 2 5%}
SKF ECCSignData ECC 2544

SKF _ECCVerify ECC 8%
SKF_ECCExportSessionKey ECC A i3t 5 H &1 %
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SKF ExtECCEncrypt ECC AR 28] e

SKF ExtECCDecrypt ECC bk L il

SKF ExtECCSign ECC #h kR 44

SKF ExtECCVerify ECC AR APHE 2

SKF GenerateAgreementDataWithECC ECC A= s 4R 13 1 = B 0 F 4
SKF GenerateKeyWithECC ECC THEE 215 %

SKF GenerateAgreementDataAndKeyWithECC ECC 7= A= 1 i 2500 T 5 2 1 4%
SKF ExportPublicKey FHAH

SKF ImportSessionKey SNEIEE

SKF SetSymmKey RN

SKF EncryptlInit P} GEE

SKF Encrypt FALZH EH

SKF EncryptUpdate EZ R e 1) B

SKF EncryptFinal ghaong

SKF Decryptlnit fift W] aH 1k

SKF Decrypt FRLZH KA

SKF DecryptUpdate EZAib e

SKF DecryptFinal g R

SKF DigestInit AR B

SKF Digest FZH B R iR

SKF DigestUpdate EZAR R TP

SKF DigestFinal Al A PN

SKF MacInit B Rz H Ak
SKF Mac FALZH KA S S e is
SKF MacUpdate 2 A B D S i is
SKF MacFinal g5 B s 5

SKF CloseHandle IR A R 6o B ) A

7.6. 2 £ B HENE

PR%JEM ULONG  DEVAPI  SKF GenRandom
ulRandomLen)

UhRefid R K MBI

ZH hDev [IN] W& AR
pbRandom LOUT J 3R M (I B AL AL o

ulRandomLen  [IN] BENLECKEE.
IR A {E SAR OK: DA

ot HEARG .
7. 6. 3R IMEB RSA BEARY

PR ULONG  DEVAPT  SKE GenExtRSAKey

RSAPRIVATEKEYBLOB *pBlob)
Dhedtid B 2R RSA B BN I W] SCHir

(DEVHANDLE ~ hDev,  BYTE *pbRandom, ULONG

(DEVHANDLE ~ hDev, ~ ULONG  ulBitsLen,

ZH hDev [IN] % & FJ 4
ulBitsLen [IN] 48K,
pBlob [OUT] 3R [B] (A3 FABHE 4 45 44

R [AH SAR OK: WM.
HoAh: i,



ik

ARV I T B A AN OR B RS

7. 6. 4 4 B RSA 2 F4A%

AR [FAF

SR

ULONG DEVAPI SKF GenRSAKeyPair (HCONTAINER hContainer, ULONG ulBitsLen
, RSAPUBLICKEYBLOB *pBlob)

A2 RSA 2842 B0 e th 25 44 A8

hContainer [IN] 48R

ulBitsLen [IN] K.

pBlob [OUT] 3R[A1 K RSA A SR 4544
SAR OK: DAz

HoAth: HixRig .

BUREESR g 2 B

7.6.5 8 X\ RSA InZB AR

PR AL ULONG DEVAPT SKF ImportRSAKeyPair (
HCONTAINER hContainer, ULONG ulSymAlgld,
BYTE *pbWrappedKey, ULONG ulWrappedKeyLen,
BYTE s*pbEncryptedData, ULONG ulEncryptedDatalen)
ThEEHEER T\ RSA s AFAINS
S hContainer [IN] A
ulSymAlgld [IN] X RREEEYIPRR .
pbWrappedKey [IN] Ad AR A48 N 2540 A P ORI TR R PR SR 35 1
ulWrappedKeyLen [IN] RIS FR VR KR
pbEncryptedData [IN] S AR Bk S B AR 97 1) RSA I8 FA%H o AL HH 1 % X fg
PKCS #1 v2.1: RSA Cryptography Standard A [{IAAGHAR &
X
ulEncryptedDataLen  [IN] XIFREVEE ARG K RSA s 2 FAPHRT KL
A IR N SAR_OK: JEI] o
oAy PR
/U BURR SN i 2 AR
7. 6. 6RSA &4
PR R MY ULONG DEVAPI SKF RSASignData (HCONTAINER hContainer, BYTE *pbData, ULONG
ulDatalen, BYTE *pbSignature, ULONG *pulSignlLen)
hfiedtiid  f#H hContainer 5 & 2L FAY], X152 $l pbData HHATEL ¥4 . B4 )5 11
2 AT F) pbSignature ZE X, W'H pulSignlen ALK L.
ZH hContainer [IN] H RS R PT AR 28 AR -
pbData [IN] #2544 18
ulDatalen [IN] 2250 P KR, AN KT RSA BB -11,
pbSignature  [OUT] fF/RZE4 4 RINGErh X FREN, WARAE 4 NULL, H TG54
SR
pulSignLen  [IN, OUT] H AR G5 RO v XK/, it I R 2844 45 /G
JE.
AR SAR_OK: JEI] o
oAy PR
/U BUBR SN i 2 AR
7.6. TRSA B2
PR ULONG  DEVAPI  SKF RSAVerify — (DEVHANDLE — hDev ,  RSAPUBLICKEYBLOB*

pRSAPubKeyBlob, BYTE #*pbData, ULONG wulDatalen, BYTE #*pbSignature, ULONG
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AR [FAF

ulSignLen)

B 1UE RSA 2544 . ] pRSAPubKeyBlob P IR 2 FHAE N £ 30 25 Ht s b AT IR 25
hDev [IN] & & H)

pRSAPubKeyBlob  [IN] RSA A4H%#s 45 # .

pbData [IN] 56 uE25 44 1 -

ulDatalLen [IN] K Rs, NAKTAHBK-11,
pbSignature [IN] FREGIE 254418 -

ulSignLen [IN] ZPEKE, DA AHEK,
SAR_OK: JEI] o

HoAth: izt o

7.6. 8RSA A H B HESEETA

PRI 2R

AR [FIAF

ULONG DEVAPI SKF RSAExportSessionKey (HCONTAINER hContainer, ULONG ulAlgld,
RSAPUBLICKEYBLOB *pPubKey, BYTE *pbData, ULONG *pulDatalen, HANDLE
*phSessionKey)

R TR E I ISR RSA 2B I o

hContainer [IN] Z#st)in.

ulAlgld [IN] il S E R

pPubKey [INT % 45 2% G110 RSA AP 4514 .

pbData [OUT] BB N <= ik % A% 30, 4 PKCS#1v]. 5 k)
£

pulDatalen [IN, OUT] Hy AR RR S UGS % O 22 v X KB, Hri
I R 78 25 1 2 B ST ) SR

phSessionKey [OUT] S8 ahs .

SAR OK: DAz

HoAth: iR

7.6.9RSA 4p R AN4AEHE

PRI 2R

AR [FAF

ULONG DEVAPI SKF ExtRSAPubKeyOperation (DEVHANDLE hDev, RSAPUBLICKEYBLOB:*
pRSAPubKeyBlob, BYTE* pbInput, ULONG ullnputLen, BYTE#* pbOutput, ULONG*
pulOutputLen)

FEFHAN AL AR RSA 2280 4 A B i 2 Bia S04 Hh 465

hDev [IN] %&£ H)

pRSAPubKeyBlob [IN] RSA AEHEHESEH)

pbInput (IN] & 1 fFia S0 R AR B 2 i X

ulInputLen (IN] fipis B RUAEER KRS, a0 AR .

pbOutput [OUT] i 1m) RSA AHIZH S R phIx, WS40y NULL,
Wl pulOutputLen 3 [Fl35 5 45 5 ) SE PRt R

pulOutputLen [IN, OUT] % AW 27 pbOutput ZZap X IHCRE, i i Ko
RSA A FHIE E 45 RIS Br K R

SAR OK: J& ] o

HoAth: Hih

7.6.10 RSA SMRFAEAZH

PRI 2R

ULONG DEVAPI SKF ExtRSAPriKeyOperation (DEVHANDLE hDev, RSAPRIVATEKEYBLOB*
pRSAPriKeyBlob, BYTE* pbInput, ULONG ullnputLen, BYTE* pbOutput, ULONG*
pulOutputLen)

EFEAE AN A AR RSA AP i A Bt AL s S50 F 4 th 45 2R

hDev [IN] W& AR



pRSAPriKeyBlob [IN] RSA FAEHEHE 4544 o

pbInput LIN] fRmfris H A g2 ahX o

ulInputLen LIN] FReSHIRr KR, a8 AHBK .

pbOutput [OUT] RSA FA91iz 57 &5 K, Wik iz Z %oy NULL, W
pulOutputLen & [A]iz 5 45 1) SEBR K o

pulOutputLen [IN, OUT] # AF}ZR7~ pbOutput Z2i X G E, T i IS R

RSA FAHHIE 45 RIS b K
AR [FAF SAR_OK: JEI o
At HiR A o
7.6.11 4B ECC & FA
R AY ULONG DEVAPI SKF GenECCKeyPair (HCONTAINER hContainer, ULONG ulAlgld,
ECCPUBLICKEYBLOB *pBlob)
Difigdiid AR ECC 284 BN I mih 2544 8.

ZH hContainer [IN] AR RN
ulAlgld [IN] 8RR, HUSCRE SGD_SM2 1 &k
pBlob [OUT] R[F] BECC ARG 4544 .

IR Al SAR OK: DA
HoAth: iR .

H/iE PR EK: 7 22 P AR

7.6.12 8N ECC INEZEHX
PR ULONG DEVAPT SKF_ImportECCKeyPair (
HCONTAINER hContainer, PENVELOPEDKEYBLOB pEnvelopedKeyBlob)
Disesiid N ECC AFAEHXS.
ZH hContainer [IN] SRR AN
pEnvelopedKeyBlob  [IN] 24P 0% %X
& [Fl{E SAR_OK: B

Fotd: HRg .
L BURREER: 5 2 BB

7.6.13 ECCHEE

PRECE A ULONG DEVAPI SKF ECCSignData (HCONTAINER hContainer, BYTE #pbData, ULONG
ulDatalLen, PECCSIGNATUREBLOB pSignature)

Difiehid  ECC # P24 . KRHI ECC 5Lk Mfi & FAH hKey, Xf45 € #dfs pbData MATEC T2 4 .
254 Ja 1 25 AT IR pSignature Ho

SR hContainer [IN] AL AN o
pbData [IN] FEZE 44 (5 H o

ulDatalen [IN] 52825, DN 2K,
pSignature [OUT] Z&41H.
IR [AME SAR OK: DT

Fotd: HRg .
L BURREER: 5 2 BB

T NECHE N AR BB (4Rl . A0 SM2 SR, %M A B N 5 2 a4 s2
AR B GE R, P PRI (A P13 SRRt Y ] BRI R SM2 573

B4 A )
7.6.14 ECC &%
PRECJEM ULONG  DEVAPT  SKF ECCVerify  (DEVHANDLE  hDev ,  ECCPUBLICKEYBLOB*

pECCPubKeyBlob, BYTE #*pbData, ULONG ulDatalLen, PECCSIGNATUREBLOB

25



AR [FAF

SR

pSignature)
H ECC A B Hihs #4790 %5

hDev [IN] W&
pECCPubKeyBlob [IN] ECC AHIE s 45t o
pbData [IN] FR5euE2s 44 1 5 -
ulDataLen [IN] HdaK .
pSignature [IN] FFSGUESE 44 1H
SAR_OK: JEI] o

HoAtl: PR

NS P S B I 2 e . PRS2 BN, T A\ B R S 2 S
B4 TR TRI 4L, TSR (AP R SN AR R SN2 Bk
Y PRI

7.6.15 ECCHERHFHSFHESIEEH

AR [FAF

ULONG DEVAPI SKF ECCExportSessionKey (HCONTAINER hContainer, ULONG ulAlgld,
ECCPUBLICKEYBLOB *pPubKey, PECCCIPHERBLOB pData, HANDLE #*phSessionKey)
AT BRI AN AN .

hContainer [IN] 5480

ulAlgld [IN] il Pk brii.
pPubKey LIN] AN A 4
pData [OUT] Zi%%EH% 3,
phSessionKey [OUT] < ATHR .
SAR_OK: JEI] o

oAy PR

7.6.16 ECC 4h3RAN4AINE

AR [FIAF

ULONG DEVAPI  SKF ExtECCEncrypt (DEVHANDLE hDev, ECCPUBLICKEYBLOBs*
pECCPubKeyBlob, BYTE* pbPlainText, ULONG ulPlainTextLen, PECCCIPHERBLOB

pCipherText)

i HIAMRAR AR ECC 22 B0 i A g fohn s 32 S50t 45
hDev [IN] W& AR

pECCPubKeyBlob [IN] ECC 2~ HH % Hh 4l
pbPlainText CINT 4S5 () B STk
ulPlainTextLen (INT s B SC 8 s iR
pCipherText [OUT] 5 SCHh

SAR_OK: JEI o

At HiR A o

7.6.17 ECC SMRFAEAMRE
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ULONG DEVAPI SKF ExtECCDecrypt (DEVHANDLE hDev, ECCPRIVATEKEYBLOB*
pECCPriKeyBlob, PECCCIPHERBLOB pCipherText, BYTE* pbPlainText, ULONG*

pulPlainTextLen)

{5 FH AN A% A 1#) ECC AABH O] 4 AN Eca s At s 32 S 04 45 2R

hDev [IN] W& AR

pECCPriKeyBlob [IN] ECC FATHEH 4% .

pCipherText LINT A5 il 3 () 3 SO o

pbPlainText [OUT] 3% ] B 3C #g #ls , 4 2R % 2 $ o NULL, ) iy
pulPlainTextLen i [F] AP ST K (1 52 b K

pulPlainTextLen [IN, OUT] #y A7~ pbPlainText ZZa X (K S, iy H it



TR SO () SE R
IR [HE SAR OK: J& ) o
Hofth: B .
7.6.18 ECC 4M3RFASAER
B%RA ULONG  DEVAPI  SKF ExtECCSign  (DEVHANDLE — hDev,  ECCPRIVATEKEYBLOB*
pECCPriKeyBlob, ~ BYTE# pbData, ULONG ulDatalLen, PECCSIGNATUREBLOB

pSignature)
Thiedik AR AL A1) ECC FAH X N At 2 44 18 5 i L 45
S hDev [IN] e m)i .
pECCPriKeyBlob [IN] ECC FARA%H 454
pbData [IN] FR2E42 5 .
ulDatalLen [IN] R4 B K
pSignature [OUT] 2 441K
A IEIE(ES SAR_OK: J o
b HiRid
e B R M e i, {0 PSRRI, 0 Ny P B 28 e S
B TAL BRI S5 5, PiAL B A (A PHBE R LA Bt Y FHBORAA R SM2 5%
feb A IR )

7.6.19 ECC 4P NMAIEZ
PEECJEUM ULONG DEVAPT  SKF ExtECCVerify  (DEVHANDLE hDev,  ECCPUBLICKEYBLOB%*
pECCPubKeyB1lob, BYTE* phData, ULONG ulDatalen, PECCSIGNATUREBLOB pSignature)

DhReiaR  AMEAE AR AR ECC A P 44 Bk -

ZH hDev [IN] & FIHA
pECCPubKeyBlob [IN] ECC ZABHHHE 4544 o
pbData [IN] A B0 R Hd
ulDatalen [IN] f55UEE s A S .
pSignature [IN] Z41H.
IR A SAR OK: DT
HoAth: iR,
E SR o N B A S B (R A B o 24 P SMRAZ VI, 12656 N By 5 2 B 26 ok SM2
A TRAL TR 45 R, TRACBE FRIEAG (AR FEE Bt B F B AR R SM24 7%
A R RIS D

7.6.20 ECCEMEHHESEIFME

PR A J Y ULONG DEVAPI SKF GenerateAgreementDataWithECC (HCONTAINER hContainer,
ULONG ulAlgld, ECCPUBLICKEYBLOB*  pTempECCPubKeyBlob, BYTE* pbID, ULONG
ulIDLen, HANDLE *phAgreementHandle)

hRedik A ECC B PIRISE, Nt E I A RS R BRI ECC B XY

NH K AR

ZH hContainer [IN] 8300
ulAlgld [IN] & ih & AR
pTempECCPubKeyBlob [OUT] K5I ECC 2%
pbID [IN] At J7 ) 1D,
ulIDLen [IN] A&7 ID MK RE, AKT 32,
phAgreementHandle [OUT] 3R [m] {2 B Wy v AU A o

R[FE SAR OK: .

27



oAt PR
& NPT, R AR T N S T A e K
7.6.21 ECCF=4iAERFitESIEER
PR AL:  ULONG DEVAPI SKF GenerateAgreementDataAndKeyWithECC (
HANDLE hContainer, ULONG ulAlgld,
ECCPUBLICKEYBLOB* pSponsorECCPubKeyBlob,
ECCPUBLICKEYBLOB* pSponsorTempECCPubKeyBlob,
ECCPUBLICKEYBLOB*  pTempECCPubKeyBlob,
BYTE* pbID, ULONG ullDLen, BYTE #*pbSponsorID, ULONG ulSponsorIDLen,
HANDLE s*phKeyHandle)
Diediiak: A6 BCC B PIbhm %, P A S EOMH 1% Y], f i ECC % 10 ~ 4],

FRIR ] A 1R 25 H A
SR hContainer [IN] 24800 .
ulAlgld [IN] il s SRl
pSponsorECCPubKeyBlob [IN] e J5 1) ECC %A .
pSponsorTempECCPubKeyBlob [IN] & mIREE ECC A4 .
pTempECCPubKeyBlob [OUT] iR J5 IR IS ECC 23 4H .
pbID [INT Wiy S5 () 1D
ulIDLen [IN] w7 ID K, AKT 32,
pbSponsorID [IN] KA 1D,
ulSponsorIDLen [IN] &5 1D MK, AKT 32,
phKeyHandle [OUT] R [AI [P0 FR Sk )
IR [FIE SAR_OK: J&I o
HoAth: izt o
T A BR 5 R i Y 7

7.6.22 ECCitE&IRHA

HEFE A, ULONG DEVAPI SKF GenerateKeyWithECC (HANDLE hAgreementHandle,
ECCPUBLICKEYBLOB* pECCPubKeyBlob,
ECCPUBLICKEYBLOB* pTempECCPubKeyBlob,
BYTE* pbID, ULONG ullDLen, HANDLE s*phKeyHandle)

Dk AU ECC %A R S, AT B 5 R AR A N 7 (¥ B B S RO S i A, W)
I3 [E] 2 138 85 T A

8. hAgreementHandle [IN] 2 EH PR RN
pECCPubKeyBlob [INT Ahidan A iR 5 ECC A8
pTempECCPubKeyBlob [INT Ahcsan A (i 37 i B ECC A 4H o
pbID [INT w5 ) 1D
ulIDLen [IN] w5 ID (RS, AN KT 32
phKeyHandle [OUT] 3R [AI [P A A

R M SAR OK: W
Hopts s Hizid,

Ve PR I AR T 3RAT e N 7 R S TR AR A, TH RS TE R TR S R

(DB R IER BN, B R SM2 S22 A A TV )

7.6.23 BHAH

PR ULONG DEVAPT SKF ExportPublicKey (HCONTAINER hContainer, BOOL bSignFlag,
BYTE* pbBlob, ULONG* pulBlobLen)

Uigefiid  RHAEBRTEL AHEE INEAH.
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ZH hContainer [IN] ZEHE AR RN

bSignFlag [IN] TRUE X/rFHE4 AH, FALSE Kon'FH N A

pbBlob [OUT] 481 RSA A%45#) (RSAPUBLICKEYBLOB) 1k ECC A4H45#)
(ECCPUBLICKEYBLOB), 45t 244 NULL 5}, H pulBlobLen J&
[7] pbBlob R JE .

pulBlobLen [IN, OUT] % AW 3K7R pbBlob LB X KR, Hrth i £oR S H 2
Y NG

IR [Al{E SAR OK: DAz
HoAth: iR

7.6.24 BAZIEEN

FEFEM ULONG DEVAPI SKF ImportSessionKey (HCONTAINER hContainer, ULONG
ulAlgld, BYTE *pbWrapedData, ULONG ulWrapedLen, HANDLE *phKey)

DifeiiR  RASUE YIS, AT T s R PR % 13 2 2 ih B ]

ZH hContainer [IN] ZEaA)H .
ulAlgld (IND il s B AR

pbWrapedData [IN] ZEHE AN IEHEHAR L. MBS K ECC AN, SEH
ECCCIPHERBLOB & SCHi#i, 775 M RSA ZRAURS, LSHh RSA &

N i i .
ulWrapedLen  [IN] & iH % CKEE .
phKey [OUT] R [F] & 152 EH AR
A IR N SAR_OK: JEI] o
HoAth: izt o
H/iE PR EK: 7 22 P AR

7.6.25 BAXSARIEENA

PR R ULONG DEVAPI SKF SetSymmKey (DEVHANDLE hDev, BYTE#* pbKey, ULONG ulAlgID,
HANDLE* phKey)

DIRediiR  WCE B SONPRE S, IR PSRN

S hDev [IN] e m)i .
pbKey [IN] $R M S 1ESHMAE M ZZ X .
ulAlgID [IN] & iE S HE SRR,
phKey [OUT] 3[Rl &1 EH A hR o

IR A {H SAR OK: J& ] o
HoAth: izt o

7.6.26 INEHIAK

PR AR ULONG DEVAPI SKF EncryptInit (HANDLE hKey, BLOCKCIPHERPARAM EncryptParam)

Difediid BRI HILAA . BOE B N M EEA S

¥ hKey [IND T & 91 fum .
EncryptParam [IN] 24 Z M EVEAHRSE: WIGmE. PiiamEKE. He

5 OB .

AR [FAF SAR_OK: J&Is o
At HiRAD o

7.6.27 BEARIRNE

PR R A ULONG DEVAPI SKF Encrypt (HANDLE hKey, BYTE * pbData, ULONG ulDatalen, BYTE
#pbEncryptedData, ULONG *pulEncryptedLen)

DifediiR B IS R o TR N8 B IR s Bl B AT s, s 1 Hedls
5 A, I S 8 SURAT B3R E 22 ph X . SKF_Encrypt U BN 4
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1R [HIAE

KOHRHEAT N, 7V SKF Encrypt Z T, 44T SKF_EncryptInit M4 M nas
¥eAE. SKF Encypt 254 T4 SKF EncryptUpdate FH SKF EncryptFinal.

hKey [INT s & Pl f o

pbData [INT REhnas Zodh .

ulDatalLen [IN] 502 B R

pbEncryptedData  [OUT] JN% & & X FR%EE, nT LAy NULL, HT3kA3 =
JEHHE KR

pulEncryptedLen  [IN, OUT] i AW Eongi RAA L X AR, b s g5 1
Heths S B K

SAR_OK: JT o

oAt s Hizhd.

7.6.28 HAHIEME

Lhae g

AR [HIAE

7.6.29
BRI 2 i

iR HIAE

ULONG DEVAPI SKF EncryptUpdate (HANDLE hKey, BYTE * pbData, ULONG ulDataLen,
BYTE #*pbEncryptedData, ULONG *pulEncryptedLen)

ZAN BRI B BRAE . FR 5 I B PN B AT NS, won % 1 2
TENGH, INE G E SR IR E M X . SKF_EncryptUpdate Xf £ 4~4p
AHAE AT NS, /£ SKF_EncryptUpdate Z #il, 20l H] SKF_EncryptInit 4]
AN 2B AE, £ A SKF EncryptUpdate 2 J&, 20 SKF EncryptFinal 45
WA

hKey [INT s s ] a) 40 .

pbData [INT REhnas Zodh .

ulDatalLen [IN] 50 B R

pbEncryptedData  [OUT] @ 5 s 22 vh X 4541 .

pulEncryptedLen  [OUT] IR[9]n%s i () 80406 1 2

SAR OK: JT o

oAt s Hizhd.

LRmE

ULONG DEVAPI SKF EncryptFinal (HANDLE hKey, BYTE *pbEncryptedData, ULONG
*ulEncryptedDatalen )

SR A HEIR N E, R BRI R . S SKF EncryptInit #J4G40N
HHRAE, MM SKF_EncryptUpdate X 2 /N4> 40 #c s 2647 0 %, & 5 0 H
SKF EncryptFinal 459 24> 720 20 16 0 &

hKey [INT s 245 A

pbEncyptedData [OUT] hn#s &t WIZz X,

ulEncyptedDatalen  [OUT] Jn&4s K,

SAR OK: B o

oAt s Hizhd.

7.6.30 FREBIIAK

PR A 2R
Lhae g

AR [HIAE
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ULONG DEVAPI SKF DecryptInit (HANDLE hKey, BLOCKCIPHERPARAM DecryptParam)
BAIGAR BI04, BB MR BB MK SH. W SKF DecryptInit 2 J5, nlLAYH
SKF Decrypt X 14N 73 2H i 4in b AT il 2%, T L2 I A SKF DecryptUpdate Z )&
FLiH M SKF DecryptFinal 58T 2 AN 70 240 5cdi i a5

hKey [IN] fif a8 2] ahs .

DecryptParam [IN] 234l SEVEAN RS E: UG W & W46 ) E K SR Tk
SGHE A K

SAR OK: '8V



Hoftb: HR A o

7.6.31 BAKIERE

PRI 2R

LhRgdiig

AR [FAF

ULONG DEVAPI SKF Decrypt (HANDLE hKey, BYTE #* pbEncryptedData, ULONG
ulEncryptedLen, BYTE * pbData, ULONG * pulDatalen)

BNy S A AR A o TR M B N i e B AT 5, Wl T s
BB ANl A S I SCORAF 2R E N2 X . SKF Decrypt R HAN 741
Rt AR, fEV ] SKE Decrypt 2 AT, 4% SKF DecryptInit FIUGHL i
BEAE. SKF Decypt 254 T4 SKF DecryptUpdate FiiH SKF DecryptFinal.
hKey [IN] g B 1 f

pbEncryptedData [IN] FRfi#ss 5 .

ulEncryptedLen  [IN] R EdE KA.

pbData [OUT] 45 i o A g2 v X Fa %, 240k NULL I n] SR 75 %
Ji (R A K

pulDatalen [IN, OUT] # AR g KA 2 ph XK R, Hath I s &5 54
£ N N

SAR OK: DAz

HoAth: HixRig .

7.6.32 ZAKIERE

PRI iR 2R

LhRgdiig

AR [FAF

7.6.33
bR A

Lhhgdiig

AR [FAF

ULONG DEVAPI SKF DecryptUpdate (HANDLE hKey, BYTE * pbEncryptedData, ULONG

ulEncryptedLen, BYTE * pbData, ULONG * pulDatalen)

AR R E . R 5 S A Fa e e b AT Al Rl B

TENA, R WISCIRAE RIFR E 2P X . SKF DecryptUpdate X2 4>4)

HBIE AT AR, (2 SKF DecryptUpdate 2§, 474 H SKF DecryptInit 4/

TR R B BaE s 281 SKF DecryptUpdate 2 )5, W25 FH SKF DecryptFinal &%

fiE A

hKey [IN] i B Pl f

pbEncryptedData [IN] FFfi#ss % .

ulEncryptedLen [IN] s K)E,

pbData [OUT] i Iy J 1A s 2 b X 4R 4L

pulDataLen [IN, OUT] # AW Rongh RE I 2 ph KR, Hath I s &5 54
£ N N

SAR_OK: JEI] o

HoAth: H izt o

GERBE

ULONG DEVAPI SKF DecryptFinal (HANDLE hKey, BYTE #*pbDecryptedData, ULONG

spulDecryptedDatalen)

GEIRZ AN B 5 . S SKF DecryptInit #IUG AR S ¥ 4E, i

SKF_DecryptUpdate X Z AN 4HE A AT AR %, HeJ5 A H SKF_DecryptFinal 45 %

AN A A

hKey [IN] s B 1 f

pbDecryptedData [OUT] #& i 25 i geph X, Wik tb 24000 NULL i), i
pulDecryptedDatalen iz [Hfi# 25 45 B 1K B

pulDecryptedDatalen [IN, OUT] % AR~ pbDecryptedData 2 X K, Hi
HH INE s i 85 4 AR

SAR_OK: JEI o

HoAth: izt o
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7.6.34 ERIENIAWL
HEUEAY  ULONG DEVAPI SKF DigestInit (DEVHANDLE hDev, ULONG ulAlglID,
ECCPUBLICKEYBLOB s*pPubKey, unsigned char s#*pucID, ULONG ullIDLen, HANDLE

sphHash)

DIl WGBS A v A, R tE R AR I .

SR hDev (IN] EH2 A& IR R 1R e 45 A -
ulAlgID [IN] S5 4% Sdbm il
pPubKey [IN] 45 A . 24 alAlgID 2 SGD_SM3 I %K.
pucID [IN] 2441 IDMH, 4 alAlgID Jy SGD_SM3 K45 7%%.
ulIDLen [IN] Z4% 1D (K, 24 alAlgID Jy SGD_SM3 HFH L.
phHash [OUT] 05 4%z R A0A

AL SAR OK: J& ] o
HoAth: Hih

HiE 4 ulAlgID 24 SGD_SM3 H ulIDLen A4 0 [FfE UL T pPubKey. pucID 444, 4T SM2
FFAE L TAREE 1 . TS FEEE (AP IERI BN R R R SM2 532
B FHAIE D

7.6.35 BAIRTBRE

KEUEAY  ULONG DEVAPI SKF Digest (HANDLE hHash, BYTE *pbData, ULONG ulDatalen, BYTE
#*pbHashData, ULONG *pulHashlLen)

Difefiad xR AR B AT A 2 2k B . A A SKF Digest Z i, 20 i H
SKF_DigestInit %] 45 1k % % 2% 2% o 5 # F o SKF_Digest 25 #ir T 2 i
SKF DigestUpdate 2 Ji B SKF DigestFinal.

¥ hHash [IN] R0 S AM .
pbData (IN] 517078 B E A 22 P X .
ulDatalLen [IN] M EE s K.
pbHashData  [OUT] #h 4% 50 o2 vh X FREF, LS4 NULL B, fH pulHashLen

TR B it 2 25 B JE

pulHashLen  [IN, OUT] 4 A\ R g REG G P TS, iy I 28 s 45 R 30 s

R
R [AH SAR OK: %3
HiAth: R .

7.6.36 ZEBURTBRE

PR A ULONG DEVAPI  SKF DigestUpdate (HANDLE hHash, BYTE *pbData, ULONG
ulDataLen)

Difediid X2 A AN B AT S22 0t 5. W H] SKF DigestUpdate Z Hi, 4 H
SKF DigestInit #Jeaib i A4z vt S, A SKF DigestUpdate Z Ji, A2
JH SKF_DigestFinal &5 WU i 2 vh HARAR

¥ hHash [IN] R0 S AM .
pbData CINT & 1) W B E A 22 oh X
ulDataLen  [IN] M Eds K.

A IR N SAR_OK: JEI] o
oAt PR

7.6.37 LEREMEEE

PRECRM ULONG DEVAPT SKF DigestFinal (HANDLE hHash, BYTE s*pHashData, ULONG
*pulHashLen)

DifeiiR SR A A B i 2 e vk A, RS A B A AR DR AF B € 2l X
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SR hHash [IN] 56 2% 3 5 5 A0
pHashData — [OUT] R [9](P) % 5 A% 5 45 R v X %F, i SRk 240 NULL ivF,
pulHashLen iR [F] 245 45 B KL
pulHashLen [IN, OUT] %y AW 3RmA45 25 R ph X (WK, B R s 2 i iz

SiRMKE .
IR [E A SAR_OK: B o
HoAth: Hizhd.
i SKF DigestFinal 4T SKF DigestUpdate Z J& o

7.6.38 HEEFMLEZHEHMBKL
PREJE R ULONG DEVAPI SKF MacInit (HANDLE hKey, BLOCKCIPHERPARAM#* pMacParam, HANDLE

*phMac)
BOITEICR: 1132 N L R AME ) S - IR L = L (S e e = RSP S RS F T e (O S A X D S8 S I
G
ZH hKey CINT oH 500 B A 1R 25 AH A A
pMacParam  [IN] VR WIETHEACSE, WFEHIA N E. Y1 E KR BIRT7
55
phMac [OUT] M B 20T G a)m o
A IR N SAR_OK: JEI] o
oty : HiRig.
/U T R R TSR o 4 0 a8 S0 CBC AR, BN a8 45 R (1 dsc e — B it 4 g

Ro et EEE 1K B 00 o AU R P I, B D AR I A
7.6.39 BAREHBEANEEZH
s ULONG DEVAPI SKF Mac (HANDLE hMac, BYTE# pbData, ULONG ulDatalen, BYTE
*pbMacData, ULONG s*pulMacLen)
Difigdtiid  SKF Mac 58— 0 ZHE5ah (13 R 4 6

ZH hMac [IN] 8 B0 A) 49
pbData [IN] 5 A5 v 5B 2 X .

ulDatalLen [IN] Fril S HER MK

pbMacData [OUT] #8105 )5 Mac 25 5, an St 2% NULL B, | pulMacLen
RIFVHE G Mac 25 WK .

pulMacLen [IN, OUT] % AW} 37~ pbMacData 28 ¢ X K, i B K 7~ Mac

giIRMKE.
R M SAR OK: B o
At RSN
HVE P F SKF Mac Z #i, %5 H SKF MacInit #JA A E S A0 5 # . SKF Mac

M T2 UM A SKE MacUpdate 2 )5 Fi ] SKF MacFinal.
7.6.40 ZARFEHBRENBEE
PR%)5 M ULONG DEVAPI SKF MacUpdate (HANDLE hMac, BYTE * pbData, ULONG ulDatalen)
DIRediR  THE 2N o AU I B

S8 hMac [IN] ¥ S 2 s g4
pbData [INT F& A vk S gz X
plDatalen [IN] b S8 B .
AL SAR OK: JT o
HiAth: iR
w0 W H SKF MacUpdate Z i, W20 SKF MacInit #I4f4b i B4 MRS VS84 R

H SKF MacUpdate 2 J&, W45 F SKF MacFinal %% o8 224N 20 20 B30 (1K Ja 6 ) i it
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A,
7.6.41 HERBERLEHNBEZH
PRECJE  ULONG DEVAPI  SKF MacFinal  (HANDLE hMac, BYTE s*pbMacData, ULONG

*pulMacDatalen)
DiResid iR 2 A A T B IS T R
ZH hMac (INT 79 5 A A A

pbMacData [OUT] 45 Inl ¥1 & 5 ) A () 22 o X, 4 0k 22 404 NULL I,
pulMacDatalen 1 [H] 71 2 % 7 5 & [H] (R 2
pulMacDatalLen  [OUT] i FH i 27 v BV 05 22 i X 1) e KA, IR P JE 4 il

M
AL SAR_OK: B o
HoAth: FRM
i SKF MacFinal 22T SKF MacUpdate X J&5 .

7.6.42 KXABBEMNRIYAE
PR JE M ULONG DEVAPT SKF CloseHandle (HANDLE hHandle)
DhEEHER MR HAL RS TSNS . ECC 4 P i S5 A AR .

SR hHandle [IN] ZESR PN A
IR [FE SAR OK: .
HiAth: HERND
8 EHREEX
8.1 W&FEAME
T RAE FH 20 1 AN B B

1 W) BB e th) I, PR B IANIEE P, AR IR BRSO AR B S B Y A

b, AEIEFARERAT
2) MHBrB: el TN KR AN BB IR B, TR T BT AT
8.2 IPREE
8.2. 1M pRS
BUR 73 29 e AR, P BCRAT A 2 BAA R
BERACRR s 8 I B A AL 3R B AR
IR P PIN A UEE R e, SRAG B, F AR AR 3 LB E B HT

R DABLR: RO PIN AU R 5, SRAG B SOBCRR, B SRR LA LR I N ]

8. 2. 2 1N PR{E
AU PR AG8 P B LA 0K
D WA BRSO T-EUE BT RS R ARG SO 5 I 3
2) BRI B 7 it ZEH] 7 BUPR 5
3) A S AL BRAE G5 N T IR E 5
4) SO AR A G SCPF IR E
5) Zas ARG w2 P AR s

6) HIJ* PIN e 2 B3 PIN 6538 HAT S R B, AR QI N I B - 50k PIN iR

UHOR B B K TR IKEG . PIN S EIBAE
7) P PIN A5 (R A 5 B # A AR 5
8) FHF' PIN RS U 22 BB, A5 B O3 PIN RS (A8 50 45 3 AR
8. 2. 3 &EIAIE
WOZBUE o A% IAIE S 7 REAE B2 4% A B e R B S
VA YEAS F 2321 350 S E R B 4 UGIE 2 AT . IE MR QT
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D #IAUETT P SKF_GenRandom R M B 25 SR 8 1 BENLEL RND, I FH 0x00 4 H A 75 %2 %5
FIEI PR, A i B DO

2) BAUETT XS DO N, f92E1na s D1, JEUHH SKF_DevAuth (), ¥f D1 RIX T 4%

3) BEA&WCE DL J5, AE D12 IEM. IEAANE B & AIE, 75 W8 3 AR R M.
8.2.APINFIL £ ER

1) PIN KA T 6 N5

2) PIN RE7E R £ FNAHE 1 2 0] PR A Aol R v B SR ECOR A 5 e, 977 10 PIN At 5 5

3) PINBLE B N 24 A, ATk &EFH S .
8.3 BAREEK

BN I DL e K

D B W AR BENLEON A B RENLEL, N AF S BEATLIE A I (1) 225K 5

2) WA P A IR A U A H A FH B AL

3 WA N AR AR R P AT (R 3R BN AL B R K

4> AN I Y B A A R B ORG LI By g BRI E

5) VA P11 2 P A PR SR AT 5

6) FRAFIIME A RELL SO A IR B A 4b

7)) B RN IAE B R PR A

8) AN AANBELMEFIE AT H %

9D JHIBR 545 I 06 Z0UEH SBZ A o A T AT TR 35 A
8.4 WEMBEEX

WA N HAPUGEIE. BE. R, RIS REE 16
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MR A

(HSETEM R

$BIRRLE X FAij AR
BRI AR IR
Fhik TiirE XAH Ui B
SAR OK 0x00000000 T
SAR FAIL 0x0A000001 NG
SAR_UNKNOWNERR 0x0A000002 TR IR
SAR NOTSUPPORTYETERR 0x0A000003 ANSLEERIIRSS
SAR FILEERR 0x0A000004 SRR R
SAR INVALIDHANDLEERR 0x0A000005 TR AR
SAR INVALIDPARAMERR 0x0A000006 TR B3
SAR READFILEERR 0x0A000007 LA
SAR WRITEFILEERR 0x0A000008 B R
SAR_NAMELENERR 0x0A000009 YRR
SAR_KEYUSAGEERR 0x0A00000A B R R
SAR MODULUSLENERR 0x0A00000B P PR B R
SAR NOTINITIALIZEERR 0x0A00000C KAk
SAR OBJERR 0x0A00000D Xof G R
SAR MEMORYERR 0x0A00000E A7
SAR_TIMEOUTERR 0x0A00000F Gl
SAR INDATALENERR 0x0A000010 N K AR
SAR_INDATAERR 0x0A000011 N R
SAR_GENRANDERR 0x0A000012 A I BE LB 1%
SAR HASHOBJERR 0x0A000013 HASH %o % 4
SAR HASHERR 0x0A000014 HASH iz 54 i
SAR GENRSAKEYERR 0x0A000015 FEA RSA B A
SAR RSAMODULUSLENERR 0x0A000016 RSA Z B AR
SAR_CSPIMPRTPUBKEYERR 0x0A000017 CSP JIR5s F N AP R
SAR_RSAENCERR 0x0A000018 RSA Jn %% & 15
SAR_RSADECERR 0x0A000019 RSA ffE 5% 4l 15
SAR HASHNOTEQUALERR 0x0A00001A HASH {f AN AH S
SAR KEYNOTFOUNTERR 0x0A00001B AR I
SAR CERTNOTFOUNTERR 0x0A00001C UEF A I
SAR NOTEXPORTERR 0x0A00001D XGRS
SAR DECRYPTPADERR 0x0A00001E FA R ISR T AR
SAR MACLENERR 0x0A00001F MAC K i
SAR BUFFER TOO SMALL 0x0A000020 GEMP XA 2
SAR_KEYINFOTYPEERR 0x0A000021 BRI AR
SAR NOT EVENTERR 0x0A000022 JC AR
SAR DEVICE REMOVED 0x0A000023 TR OBE
SAR PIN INCORRECT 0x0A000024 PIN AN 1E A
SAR PIN LOCKED 0x0A000025 PIN #4815t
SAR PIN INVALID 0x0A000026 PIN Jo4
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SAR PIN LEN RANGE 0x0A000027 PIN K JEEE R

SAR USER ALREADY LOGGED IN 0x0A000028 H P o& 8

SAR USER PIN NOT INITIALIZED 0x0A000029 BHVIIRWH P 4
SAR USER TYPE INVALID 0x0A00002A PIN AR
SAR_APPLICATION NAME INVALID 0x0A00002B NSRS W Ve

SAR APPLICATION EXISTS 0x0A00002C N B4 A7EHE

SAR USER NOT LOGGED IN 0x0A00002D FH P 5 5 5k

SAR APPLICATION NOT EXISTS 0x0A00002E N ANAEAE

SAR FILE ALREADY EXIST 0x0A00002F A O ATAE
SAR_NO ROOM 0x0A000030 ) AN A

SAR FILE NOT EXIST 0x0A000031 AFAAFAE

SAR REACH MAX CONTAINER COUNT 0x0A000032 LIk Bl b5 K] B 2 4L
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